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Who Am |?

0 Gholamhosselimavasoli
o PhD Student in Artificial Intelligence

0 System Developer f@years
o High Performance IDS / IPS
o Industrial IDS
o ~n

0 Security (Semi) Expert, Member of ZNU CenR y@ars



Type of Bugs

0 Security

0 Regression

0 Business Logic
0 Accessibility
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Some Famous Software Failure

0 Heartbleed
0 Heartbeat Extension of TLS is used to keep Datagrasegdins
open
0 Simplerequest and response scheme

0 & & SmyeBack the following (padded) string whism bytedongd €
0 An attacker just had to request a long string, while telling it is.short

o Other party responded with short string, then leaked potentially
confidential data



http://heartbleed.com/

Some Famous Software Failures

o All other systems thoroughly tested componégtcomponent
0 Ariane5 had a different trajectory thaAriane4.

o Convertingg4-bit floatingpoint data intol6-bit unsigned integer = &
valuesp Anfghmeticoverflow

0 There was an exception handler for tHaihad been disabled

0 Not everd0 seconds after launch, Ariasaditerally selfdestructed.
Successfully

0 Video(https://youtu.be/WgrBrPW )

0 Arianes
o Inertial navigation software taken from AriadJntested |
I
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Why Testing?

0 Software contains defects. The hide.

0 Defects can cause software failures.

o Fallures can cost money, and even be mortal!
0 Testing assures the gquality of the software.

0 Testing accelerates software development.

o And much, much more.
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What Is Testing?

Theprocessconsisting of all life cycle activities,
both staticand dynamicconcerned withlanning,
preparation and evaluatioof softwareproducts
and related work products to determine thiagy
satisfyspecified reguirementto demonstrate that
they are fitfor purposeand todetectdefects




Do Software Testing. Right.

0 Testing has to be planned

0 Testing costs easily up40% ofa project's budget
0 Testing has to be performed in a reasonable way
0 Testing shall be independent and objective

0 Testing has to be managed.

Software testing is a fundamental part of
professional software development!



0 Unit Testing
0 Integration Testing

O
O
O
O

2E Testing
Penetration Testing
Performance Testing

Regression Testing

0 ally Testing

0 Stress Testing
0 Fuzz Testing
0 A/B Testing

0 UserAcceptance Testing
0 Usability Testing

0 118n Testing

0 Smoke Testing



TestLevels

o Unit Testing
o Testindividual units In isolation.

0
0
0

~inddefects in software components (e.d., functions, classes).
Doneby developers.

n general white-boxtests



What Is a Unit Test?
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TestLevels

o Unit Testing

0 IntegrationTesting
0 Testcommunication/interaction of units (i.e., their interfaces).
0 Maybeseparate unit integration and system integration tests.
0 Doneby developers.
o Primarilywhite-boxtests, but alsdlackboxtests.



What Is a Integration Test?

‘ Select droplet o

‘ select droplet @y

Inteqration
Test:

Does the component-
wmtegrate into the
SYstem?

J Droplet list popu\a‘l'es

n dro\vdoun

Response Shews droplet-2
v details wihen selected



TestLevels

0 Unit Testing
0 IntegrationTesting

0 Systemrlesting
0 Test complete, integrated system.
0 Evaluatesystem compliance with specified requirements.
0 Stress performance, usability etc. testing.
0 Doneby (external) testers.
0 Ingeneral, blaclkox tests. Additional whitbox tests possible.



TestLevels

0 Unit Testing
0 IntegrationTesting
0 Systemrlesting

0 Acceptance Testing
0 Test complete, integrated system.
0 Evaluatesystem compliance with specified acceptance criteria.
0 Maybe performed at various times during development.
o Done by customers/users.
0 Onlyblackboxtests



App @ python’

o0 Technologies
o Python
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App

o0 Technologies
o Python
0 Flask
0 Flaskr
0 NGINX
o UWSGI

0 Environment
o Ubuntu Server (VM)
o PyCharm




Setup

git clonehttps:// github.com/gtavasoli/testin@orkshop.git
cd testingworkshop

L gtavasoli / testing-workshop @Watch~ | 0 HStar 0  YFork 0
<» Code Issues 0 Pull requests 0 Projects 0 Wiki Security Insights Settings
Workshop material for software testing. Edit

workshop unit-testing python testing  Manage topics

D 10 commits ¥ 1 branch © 0 releases 22 1 contributor
I

Branch: master v New pull request Create new file  Upload files  Find File Clone or download ~

. gtavasoli Update README.md Latest commit a49d332 1 hour ago
i flask_app flaskr + uwsgi 2 days ago
i flaskr flaskr + uwsgi 2 days ago
M performance_test/jmeter_test_plans flaskr + uwsgi 2 days ago
B unit_test/1_simple_example Unit Test 4 days ago
[ .gitignore Unit Test 4 days ago
[E) README.md Update README.md 1 hour ago
README.md 4

Testing Workshop


https://github.com/gtavasoli/testing-workshop.git

testing-workshop

App Structure

o0 Unit Tests

o0 Simple Flask Apps
o Flaskr

0 JMeter Profiles




Unit Test

Unit test in python



Unit Testing

o Samplel ¢ Calculator
0 Test operators
o Floating point division
o Division by zero

o0 Sample2 ¢ Employee
0 Setup & Teardown
0 Setup & Teardown Class



Test Double

Test
D-DL_IblE
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[Dummyf: Test Test Mock Fake
[Dhjectj' Stub Spy Object || Object




Test Double

oDummyrh L R2 y2U0KAyYy 3 I (listt £ £ 0 dz
o Stublh O VAYSHERS
oSpyfbh aiddzoa b AYUSNIOUAZ2Y NBOZ
expectations verification
oMocklh ai(idzoa b SiE®dROM I GA2ya 2V
oFakdbh L aSSY NBFf odzi y?2



What Are Mocks?

0 The term 'Mock Objects' has become a popular one to descrik
special case objects that mimic real objects for testing

0 Mockingmakes unit testing easier!
0 Verifies behavior (calls) ton@ethod.

0 A mock object simulates the behavior of real objects In
controlledways



What Are Mocks?

Mock Objects

EXPECTATIONS

Ten-Years of Test-Driven Development. Michael Feathers and Steve Freeman




Problems Mocks Solve

0 Eliminates dependencies in the CUT (class under test)
o Isolate Unite Tests

def foo(x):
y = bar(x)
if y > 10: foo(x) bar(x)
return X+y
retun x-y

[ 2 LJ& NA 3 K { Mockind Ztr&dji€ sfidesifron6to end of mocking sample



http://bit.ly/2L0i7F8

Problems Mocks Solve

0 Tests methods that have no return value

def foo(x):
1T x > 19:
else:
something_else(x)

How do we know that bar(x) has been called?



Problems Mocks Solve

o Tests error handling

How do we generate this exception???
def foo(filename):
Trys
return parse_large” file(filename)
except MemoryError:
return ""



Problems Mocks Solve

0 Eliminatedependency on databasalls
0 Speedup testing!

0 Reduce testomplexity

05 2 yhevé to write complex logic tandle behavioof methods not
undertest
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