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Who Am I?

o GholamhosseinTavasoli

o PhD Student in Artificial Intelligence

o System Developer for 8 years
o High Performance IDS / IPS
o Industrial IDS
o

o Security (Semi) Expert, Member of ZNU Cert for 3 years



Type of Bugs
o Security

o Regression

o Business Logic

o Accessibility

o Performance

o User Interface

o Integration

o Internationalization

o Scaling



Some Famous Software Failures

o Heartbleed
o Heartbeat Extension of TLS is used to keep Datagram TLS sessions 
open.

o Simple request and response scheme:
oάǎŜƴŘ me back the following (padded) string which is n bytes longΦέ

o An attacker just had to request a long string, while telling it is short.
o Other party responded with short string, then leaked potentially 
confidential data.

o Video (https://youtu.be/WgrBrPW_Zn4)

http://heartbleed.com/


Some Famous Software Failures

o Ariane-5
o Inertial navigation software taken from Ariane-4. Untested.
o All other systems thoroughly tested component-by-component.
o Ariane-5 had a different trajectory than Ariane4.
o Converting 64-bit floating-point data into 16-bit unsigned integer 
valuesΦ Ҧ Arithmetic overflow.

o There was an exception handler for that. It had been disabled.
o Not even 40 seconds after launch, Ariane-5 literally self-destructed. 
Successfully.

o Video (https://youtu.be/WgrBrPW_Zn4)



Why Testing?

o Software contains defects. The hide.

o Defects can cause software failures.

o Failures can cost money, and even be mortal!

o Testing assures the quality of the software.

o Testing accelerates software development.

o And much, much more.
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What is Testing?

The process consisting of all life cycle activities, 
both static and dynamic, concerned with planning, 
preparation and evaluationof software products 
and related work products to determine that they 

satisfy specified requirements, to demonstrate that 
they are fit for purpose and to detect defects.



Do Software Testing. Right.

o Testing has to be planned.

o Testing costs easily up to 40% of a project's budget.

o Testing has to be performed in a reasonable way.

o Testing shall be independent and objective.

o Testing has to be managed.

Software testing is a fundamental part of 
professional software development!



Type of Tests

o Unit Testing

o Integration Testing

o E2E Testing

o Penetration Testing

o Performance Testing

o Regression Testing

o a11y Testing

o Stress Testing

o Fuzz Testing

o A/B Testing

o User Acceptance Testing

o Usability Testing 

o i18n Testing

o Smoke Testing



Test Levels

o Unit Testing
o Test individual units in isolation.
o Find defects in software components (e.g., functions, classes).
o Done by developers.
o In general, white-boxtests.



What is a Unit Test?



Test Levels

o Unit Testing

o Integration Testing
o Test communication/interaction of units (i.e., their interfaces). 
o Maybe separate unit integration and system integration tests. 
o Done by developers. 
o Primarily white-boxtests, but also black-boxtests. 



What is a Integration Test?



Test Levels

o Unit Testing

o Integration Testing

o System Testing
o Test complete, integrated system. 
o Evaluate system compliance with specified requirements. 
o Stress, performance, usability etc. testing. 
o Done by (external) testers. 
o In general, black-box tests. Additional white-box tests possible. 



Test Levels

o Unit Testing

o Integration Testing

o System Testing

o Acceptance Testing 
o Test complete, integrated system. 
o Evaluate system compliance with specified acceptance criteria. 
o May be performed at various times during development. 
o Done by customers/users. 
o Only black-box tests



App

o Technologies
o Python



Python in Business



App

o Technologies
o Python
o Flask
o Flaskr
o NGINX
o uWSGI

o Environment
o Ubuntu Server (VM)
o PyCharm



Setup

git clone https:// github.com/gtavasoli/testing-workshop.git

cd testing-workshop

https://github.com/gtavasoli/testing-workshop.git


App Structure 

o Unit Tests

o Simple Flask Apps

o Flaskr

o JMeter Profiles



Unit Test
Unit test in python



Unit Testing

o Sample 1 ςCalculator
o Test operators
o Floating point division
o Division by zero

o Sample 2 ςEmployee
o Setup & Teardown
o Setup & Teardown Class



Test Double



Test Double

o DummyҦ L Řƻ ƴƻǘƘƛƴƎ ŀǘ ŀƭƭ ōǳǘ ǘƻ Ŧƛƭƭ ǇŀǊŀƳŜǘŜǊ list

o StubҦ ŎŀƴƴŜŘ Answers

o SpyҦ ǎǘǳōǎ Ҍ ƛƴǘŜǊŀŎǘƛƻƴ ǊŜŎƻǊŘƛƴƎ όŦƻǊ ƭŀǘŜ ƛƴǘŜǊŀŎǘƛƻƴ 
expectations verification)

o MockҦ ǎǘǳōǎ Ҍ ŜȄǇŜŎǘŀǘƛƻƴǎ ƻƴ interaction

o FakeҦ L ǎŜŜƳ ǊŜŀƭ ōǳǘ ƴƻ



What Are Mocks?

o The term 'Mock Objects' has become a popular one to describe 
special case objects that mimic real objects for testing.

o Mocking makes unit testing easier!

o Verifies behavior (calls) to a method.

o A mock object simulates the behavior of real objects in 
controlled ways.



What Are Mocks?



Problems Mocks Solve

o Eliminates dependencies in the CUT (class under test)
o Isolate Unite Tests

foo(x) bar(x)

/ƻǇȅǊƛƎƘǘΥ .ŀǎŜŘ ƻƴ άMocking Strategiesέ ςslides from 26 to end of mocking sample

http://bit.ly/2L0i7F8


Problems Mocks Solve

o Tests methods that have no return value

How do we know that bar(x) has been called?



Problems Mocks Solve

o Tests error handling

How do we generate this exception???



Problems Mocks Solve

o Eliminate dependency on database calls
o Speed up testing!

o Reduce test complexity
o5ƻƴΩǘ have to write complex logic to handle behavior of methods not 
under test

o5ƻƴΩǘ ƘŀǾŜ ǘƻ ǿŀƛǘ ǘƻ ƛƳǇƭŜƳŜƴǘ other methods




