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1 Introduction

Our proposed approach has three main phases of an MDRE process: (1) Model Discov-
ery that extracts the initial models from each app without losing any information. (2)
Transformation and Integration that uses the chain of model manipulation techniques
to transform initial models into more management representations. (3) Analysis that
uses the processed models in the previous phase to inter-app security analysis, and
finally to generate the results in the form of XMI models. To detect inter-app vulner-
abilities, the ATL and OCL rules have been used. This report describes the details
of these ATL rules and OCL queries.

2 The ATL Rules and OCL Queries Used in the

Transformation and Integration Phase

In this phase, the comprehension of the generated initial models takes place by raising
the abstraction level of these models using model-to-model (M2M) transformations
written in ATL language and obtaining higher-level representations of the Android
system.

First, for each app, the security information of initial models is extracted and in-
tegrated into a single model called Android Application Security Aspects, using an
M2M transformation. This model conforms to the proposed metamodel shown in
Fig. 1. This metamodel is an extension of the proposed metamodel in VAnDroid [1].

Second, all Android Application Security Aspects models are received and trans-
formed into a single Inter-Component Communication (ICC) model that conforms to
the proposed metamodel shown in Fig 2. This model represents all potential inter-
component communication inside the same app or on different apps.

In the following, in Section 2.1, some of the ATL transformation rules for extracting
the Android Application Security Aspects model are shown. Then, in Section 2.2,
some of the ATL transformation rules for extracting the ICC model are presented.

2.1 Extracting Android Application Security Aspects Model

For each Android app in a bundle, VAnDroid2 extracts all the security informa-
tion and integrates them into a single model called the Android Application Security
Aspects model by using model-to-model (M2M) transformation written in ATL lan-
guage. This model conforms to the proposed metamodel shown in Fig 1. In the
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following, some of the ATL rules used for this M2M transformation are shown.

Legend: Original Concepts Extended Concepts

Figure 1: Android Application Security Aspects Metamodel (Extended From [1], The
Extended Concepts Are in Dark Color).
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Listing 1: ATL Rule to Create ApplicationPolicyFile Element.

−−f o r t rans format ion Root TO A p p l i c a t i o n P o l i c y F i l e :
rule Root2App l i ca t i onPo l i cyF i l e {
from
s : XML! Root ( s . name = ’ mani f e s t ’ )
to
t : ASAMM! A p p l i c a t i o n P o l i c y F i l e (
Package <− i f s . g e tAt t r ibute ( ’ package ’ ) . o c l I sUnde f ined ( ) then

OclUndefined
else
s . g e tAt t r ibute ( ’ package ’ ) . va lue
endif ,

VersionCode <−
i f s . g e tAt t r ibute ( ’ android : vers ionCode ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : vers ionCode ’ ) . va lue
endif ,

VersionName <−
i f s . g e tAt t r ibute ( ’ android : versionName ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : versionName ’ ) . va lue
endif ,

u s e sPermi s s i ons <−
s . c h i l d r e n −>s e l e c t ( c | c . name=’ uses−permis s ion ’

or c . name=’ uses−permiss ion−sdk−23 ’ ) ,

app <−
s . c h i l d r e n −> s e l e c t ( c | c . name=’ a p p l i c a t i o n ’ ) ,

appPermiss ions <−
s . c h i l d r e n −> s e l e c t ( c | c . name=’ permis s ion ’)−>

c o l l e c t ( c | thisModule . CreateAppPermission ( c ) ) ,

usesSDK <−
s . ch i ld r en−>s e l e c t ( c | c . name=’ uses−sdk ’ ) ,
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i n t e n t s <−
i f not thisModule . get IntentInMethodInvocat ion . oc l I sUnde f ined ( )
and thisModule . g e tC la s s In s tanceCrea t i onOf In t ent . notEmpty ( )
then

thisModule . getIntentInMethodInvocat ion−>
c o l l e c t ( c | thisModule . CreateIntentInMethodInvocat ion ( c ) )
−>union ( thisModule . ge tC la s s Ins tanceCreat i onOf Intent−>

c o l l e c t ( c | thisModule . Create Intent ( c ) ) )
else
i f thisModule . get IntentInMethodInvocat ion . oc l I sUnde f ined ( )
and thisModule . g e tC la s s In s tanceCrea t i onOf In t ent . notEmpty ( )
then

thisModule . g e tC la s s In s tanceCrea t i onOf In t ent −>
c o l l e c t ( c | thisModule . Create Intent ( c ) )

else
i f not thisModule . get IntentInMethodInvocat ion . oc l I sUnde f ined ( )
and not thisModule . g e tC la s s In s tanceCrea t i onOf In t ent . notEmpty ( )
then

thisModule . getIntentInMethodInvocat ion−>
c o l l e c t ( c | thisModule . CreateIntentInMethodInvocat ion ( c ) )

else
OclUndefined
endif
endif
endif
)
}

Listing 2: ATL Rule to Create Application Element.

−−f o r Create A p p l i c a t i o n :
rule Element2Appl icat ion {
from
s :XML! Element ( s . name=’ a p p l i c a t i o n ’ )
to
t :ASAMM! Appl i ca t ion (
Label <−
s . g e tAt t r ibute ( ’ android : l a b e l ’ ) . value ,
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Icon <−
i f s . g e tAt t r ibute ( ’ android : i con ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : i con ’ ) . va lue
endif ,

Components <−
s . ch i ld r en−>

s e l e c t ( c | thisModule . name of components . i n c l u d e s ( c . name ) ) ,

dynamicRegisteredComponents <−
thisModule . A l l Dynamic broadcas t r ece ive r ,

Permiss ion <−
i f s . g e tAt t r ibute ( ’ android : permis s ion ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : permis s ion ’ ) . va lue
endif
)
}

Listing 3: ATL Rule to Create Component Element.

−−f o r Create Component :
rule Element2Component {
from
s :XML! Element ( thisModule . name of components . i n c l u d e s ( s . name)
)
to
t :ASAMM! Component (
Name <−
i f s . g e tAt t r ibute ( ’ android : name ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : name ’ ) . va lue
endif ,
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Label <−
i f s . g e tAt t r ibute ( ’ android : l a b e l ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : l a b e l ’ ) . va lue
endif ,

Icon <−
i f s . g e tAt t r ibute ( ’ android : i con ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : i con ’ ) . va lue
endif ,

Exported <−
i f s . g e tAt t r ibute ( ’ android : exported ’ ) . o c l I sUnde f ined ( ) then
i f not s . g e t I n t e n t F i l t e r . notEmpty ( ) then
fa l se
else
true
endif
else
thisModule . s t r ing2Boo lean . get (

s . g e tAt t r ibute ( ’ android : exported ’ ) . va lue )
endif ,

Enabled <−
i f s . g e tAt t r ibute ( ’ android : enabled ’ ) . o c l I sUnde f ined ( ) then
fa l se
else
thisModule . s t r ing2Boo lean . get (

s . g e tAt t r ibute ( ’ android : enabled ’ ) . va lue )
endif ,

Process <−
i f s . g e tAt t r ibute ( ’ android : p roc e s s ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
s . g e tAt t r ibute ( ’ android : p roc e s s ’ ) . va lue
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endif ,

Data <−
i f thisModule . getAl lget IntentMethod (
s . g e tAt t r ibute ( ’ android : name ’ ) . va lue+’ . java ’ ) . notEmpty ( ) then

true
else

fa l se
endif
)
}

Listing 4: ATL Rule to Create DynamicRegisteredComponent Element.

−−f o r Create DynamicRegisteredComponent :
rule CreateDynamicRegisteredComponent {
from
s : java ! MethodInvocation

( s . method . t oS t r i ng ( ) . endsWith ( ’ r e g i s t e r R e c e i v e r ’ )
and not s . method . t oS t r i ng ( ) . endsWith ( ’ u n r e g i s t e r R e c e i v e r ’ ) )

to
t :ASAMM! DynamicRegisteredComponent
(
Exported <− true
)
}

Listing 5: ATL Rule to Create DynamicRegisteredBroadcastReceiver Element.

−−f o r Create Receiver from java code :
rule Element2rece iver f romjava extends

CreateDynamicRegisteredComponent {
from
s : java ! MethodInvocation
( s . method . t oS t r i ng ( ) . endsWith ( ’ r e g i s t e r R e c e i v e r ’ )
and not s . method . t oS t r i ng ( ) .

endsWith ( ’ u n r e g i s t e r R e c e i v e r ’ ) )
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to
t :ASAMM! DynamicRegisteredBroadcastReceiver (
Name <−
i f s . arguments −> s e l e c t ( c | c . oclIsTypeOf (

java ! F i e ldAcces s ) ) . notEmpty ( ) then−−f o r Fie lAccess
s . arguments −> s e l e c t ( c | c . oclIsTypeOf (

java ! F i e ldAcces s ) )
−> f i r s t ( ) . f i e l d . v a r i a b l e . name

else
i f s . arguments−>
s e l e c t ( c | c . oclIsTypeOf (

java ! S ing l eVar i ab l eAcce s s )
) . notEmpty ( ) then−−f o r S i n g l e V a r i a b l e A c c e s s
i f s . arguments−>s e l e c t ( c | c . oclIsTypeOf (

java ! S ing l eVar i ab l eAcce s s ) )
−>s e l e c t ( c | not c . v a r i a b l e . oc lIsTypeOf (

java ! Var iableDec larat ionFragment ) ) . notEmpty ( ) then
s . arguments−>s e l e c t ( c | c . oclIsTypeOf (

java ! S ing l eVar i ab l eAcce s s ) )
−> f i r s t ( ) . v a r i a b l e . name

else
i f s . arguments−>s e l e c t ( c | c . oclIsTypeOf (
java ! S ing l eVar i ab l eAcce s s ) )

−>s e l e c t ( c | c . v a r i a b l e . oc lIsTypeOf (
java ! Var iableDec larat ionFragment ) )

−>s e l e c t (
c | c . v a r i a b l e . refImmediateComposite ( ) . oc lIsTypeOf (

java ! F i e l dDec l a r a t i on ) ) . notEmpty ( ) then
s . arguments−>s e l e c t ( c | c . oclIsTypeOf (

java ! S ing l eVar i ab l eAcce s s ) )
−>s e l e c t ( c | c . v a r i a b l e . oc lIsTypeOf (

java ! Var iableDec larat ionFragment ) )
−>s e l e c t (

c | c . v a r i a b l e . refImmediateComposite ( ) . oc lIsTypeOf (
java ! F i e l dDec l a r a t i on ))−> f i r s t ( ) . v a r i a b l e . name

else
i f s . arguments−>s e l e c t (
c | c . oclIsTypeOf ( java ! ThisExpress ion )

) . notEmpty ( ) then−− f o r ThisExpress ion
s . o r i g ina lCompi l a t i onUn i t . name .
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regexRep laceAl l ( ’ . java ’ , ’ ’ )
else

i f not s . e xp r e s s i on . oc l I sUnde f ined ( ) then
i f s . e xp r e s s i on . oclIsTypeOf ( java ! F i e ldAcces s ) then

i f not s . e xp r e s s i on . f i e l d . o c l I sUnde f ined ( ) then
i f s . e xp r e s s i on . f i e l d . oclIsTypeOf (

java ! S ing l eVar i ab l eAcce s s ) then
s . e xp r e s s i on . f i e l d . v a r i a b l e . name

else
OclUndefined

endif
else
OclUndefined
endif

else
i f s . e xp r e s s i on . oclIsTypeOf (
java ! S ing l eVar i ab l eAcce s s ) then

s . o r i g ina lCompi l a t i onUn i t . name .
regexRep laceAl l ( ’ . java ’ , ’ ’ )

else
s . o r i g ina lCompi l a t i onUn i t . name .

regexRep laceAl l ( ’ . java ’ , ’ ’ )
endif

endif
else

OclUndefined
endif

endif
endif

endif
else

i f not s . e xp r e s s i on . oc l I sUnde f ined ( ) then
i f s . e xp r e s s i on . oclIsTypeOf ( java ! F i e ldAcces s ) then
i f not s . e xp r e s s i on . f i e l d . o c l I sUnde f ined ( ) then
i f s . e xp r e s s i on . f i e l d . oclIsTypeOf (

java ! S ing l eVar i ab l eAcce s s ) then
s . e xp r e s s i on . f i e l d . v a r i a b l e . name

else
OclUndefined

endif
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else
OclUndefined

endif
else

i f s . e xp r e s s i on . oclIsTypeOf (
java ! S ing l eVar i ab l eAcce s s ) then

s . o r i g ina lCompi l a t i onUn i t . name .
regexRep laceAl l ( ’ . java ’ , ’ ’ )

else
s . o r i g ina lCompi l a t i onUn i t . name .
regexRep laceAl l ( ’ . java ’ , ’ ’ )
endif
endif

else
s . o r i g ina lCompi l a t i onUn i t . name .
regexRep laceAl l ( ’ . java ’ , ’ ’ )

endif
endif

endif ,

f i l t e r s <−
i f s . arguments−>s e l e c t ( c |
c . oclIsTypeOf ( java ! S ing l eVar i ab l eAcce s s ) )
−>s e l e c t ( c | c . v a r i a b l e . oc lIsTypeOf (

java ! Var iableDec larat ionFragment ) )
−>s e l e c t ( c | not c . v a r i a b l e . i n i t i a l i z e r . o c l I sUnde f ined ( ) )
−>s e l e c t ( c | c . v a r i a b l e . i n i t i a l i z e r . oc lIsTypeOf (

java ! C la s s In s tanceCrea t i on ) )
−> f l a t t e n ()−> s e l e c t ( c |

c . v a r i a b l e . i n i t i a l i z e r . type . type . name=
’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then

s . arguments−>s e l e c t ( c |
c . oclIsTypeOf ( java ! S ing l eVar i ab l eAcce s s ) )
−>s e l e c t ( c | c . v a r i a b l e . oc lIsTypeOf (

java ! Var iableDec larat ionFragment ) )
−> s e l e c t ( c |
not c . v a r i a b l e . i n i t i a l i z e r . o c l I sUnde f ined ( ) )
−>s e l e c t ( c | c . v a r i a b l e . i n i t i a l i z e r . oc lIsTypeOf (

java ! C la s s In s tanceCrea t i on ) )
−> f l a t t e n ()−> s e l e c t ( c |
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c . v a r i a b l e . i n i t i a l i z e r . type . type . name=
’ I n t e n t F i l t e r ’ )
−> f l a t t e n ()−> c o l l e c t ( c |

thisModule . Create In tentF i l t e r f romJava ( c ) )
else
i f s . arguments −> s e l e c t ( c |
c . oclIsTypeOf ( java ! C la s s In s tanceCreat i on ) )
−>s e l e c t ( c | c . type . type . name=
’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then
s . arguments −> s e l e c t ( c | c . oclIsTypeOf (
java ! C la s s In s tanceCrea t i on ) )
−>s e l e c t ( c | c . type . type . name=
’ I n t e n t F i l t e r ’ )
−>c o l l e c t ( c | thisModule .

Crea te In tentF i l t e r f r omJavaForCla s s In s tanceCreat i on ( c ) )
else

i f s . arguments −> s e l e c t ( c |
c . oclIsTypeOf ( java ! F i e ldAcces s ) )

−> f l a t t e n ()−> s e l e c t ( c |
c . f i e l d . v a r i a b l e . refImmediateComposite ( ) . oc lIsTypeOf (

java ! F i e l dDec l a r a t i on ) )
−>s e l e c t ( c |

c . f i e l d . v a r i a b l e .
refImmediateComposite ( ) . type . type . name=

’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then
s . arguments
−> s e l e c t ( c | c . oclIsTypeOf ( java ! F i e ldAcces s ) )
−> f l a t t e n ()−> s e l e c t ( c |

c . f i e l d . v a r i a b l e . refImmediateComposite ( ) .
oc l IsTypeOf ( java ! F i e l dDec l a r a t i on ) )
−>s e l e c t ( c |

c . f i e l d . v a r i a b l e .
refImmediateComposite ( ) . type . type . name=

’ I n t e n t F i l t e r ’ )
−>c o l l e c t ( c |
thisModule .
Create IntentF i l t e r f romJavaForF ie ldAcce s s ( c ) )
else

i f s . arguments
−> s e l e c t ( c | c . oclIsTypeOf ( java ! C la s s In s tanceCreat i on ) )
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−>s e l e c t ( c | c . type . type . name=
’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then

s . arguments
−> s e l e c t ( c | c . oclIsTypeOf (

java ! C la s s In s tanceCrea t i on ) )
−>s e l e c t ( c | c . type . type . name=
’ I n t e n t F i l t e r ’ ) −>c o l l e c t ( c |
thisModule .
Crea te In tentF i l t e r f r omJavaForCla s s In s tanceCreat i on ( c ) )
else
i f s . arguments
−> s e l e c t ( c | c . oclIsTypeOf (

java ! C la s s In s tanceCrea t i on ) )
−>s e l e c t ( c | c . type . type . name=

’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then
s . arguments
−> s e l e c t ( c | c . oclIsTypeOf ( java ! C la s s In s tanceCreat i on ) )
−>s e l e c t ( c | c . type . type . name=

’ I n t e n t F i l t e r ’ ) −>c o l l e c t ( c |
thisModule .

Crea te In tentF i l t e r f r omJavaForCla s s In s tanceCreat i on ( c ) )
else

i f s . arguments
−> s e l e c t ( c | c . oclIsTypeOf ( java ! C la s s In s tanceCreat i on ) )
−>s e l e c t ( c | c . type . type . name=

’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then
s . arguments
−> s e l e c t ( c | c . oclIsTypeOf ( java ! C la s s In s tanceCreat i on ) )
−>s e l e c t ( c | c . type . type . name=’ I n t e n t F i l t e r ’ )
−>c o l l e c t ( c | thisModule .

Crea te In tentF i l t e r f r omJavaForCla s s In s tanceCreat i on ( c ) )
else
i f s . arguments
−> s e l e c t ( c | c . oclIsTypeOf ( java ! F i e ldAcces s ) )
−> f l a t t e n ()−> s e l e c t ( c |

c . f i e l d . v a r i a b l e . refImmediateComposite ( ) . oc lIsTypeOf (
java ! F i e l dDec l a r a t i on ) )

−>s e l e c t ( c |
c . f i e l d . v a r i a b l e .
refImmediateComposite ( ) . type . type . name=
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’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then
s . arguments
−> s e l e c t ( c | c . oclIsTypeOf ( java ! F i e ldAcces s ))−> f l a t t e n ( )
−>s e l e c t ( c |

c . f i e l d . v a r i a b l e . refImmediateComposite ( ) . oc lIsTypeOf (
java ! F i e l dDec l a r a t i on ) )
−>s e l e c t ( c |

c . f i e l d . v a r i a b l e .
refImmediateComposite ( ) . type . type . name=
’ I n t e n t F i l t e r ’)−> c o l l e c t ( c | thisModule .

Create IntentF i l t e r f romJavaForF ie ldAcce s s ( c ) )
else
i f s . arguments −> s e l e c t ( c |
c . oclIsTypeOf ( java ! C la s s In s tanceCreat i on ) )
−>s e l e c t ( c | c . type . type . name=

’ I n t e n t F i l t e r ’ ) . notEmpty ( ) then
s . arguments −> s e l e c t ( c |

c . oclIsTypeOf ( java ! C la s s In s tanceCreat i on ) )
−>s e l e c t ( c | c . type . type . name=’ I n t e n t F i l t e r ’ )
−>c o l l e c t ( c | thisModule .
Crea te In tentF i l t e r f r omJavaForCla s s In s tanceCreat i on ( c ) )

else
i f s . arguments−>s e l e c t ( c |
c . oclIsTypeOf ( java ! UnresolvedItemAccess ) )
−> f l a t t e n ()−> s e l e c t ( c |
c . refImmediateComposite ( ) . oc lIsTypeOf (

java ! MethodInvocation ) )
−>s e l e c t ( c |

c . refImmediateComposite ( ) . refImmediateComposite ( ) .
refImmediateComposite ( ) . oc lIsTypeOf ( java ! Block ) )
−> f l a t t e n ( )
−>s e l e c t ( c | c . getBlockInConta iner . s tatements
−>e x i s t s (d | d . exp r e s s i on . oclIsTypeOf ( java ! Assignment )
or d . exp r e s s i on . oclIsTypeOf ( java ! MethodInvocation ) ) )
−>s e l e c t ( c | c . getBlockInConta iner . statements−>

e x i s t s (d | d . exp r e s s i on . I sExpress ionForAct ion
or d . exp r e s s i on . IsMethodForAction ) ) . notEmpty ( ) then

s . arguments
−>s e l e c t ( c | c . oclIsTypeOf ( java ! UnresolvedItemAccess ) )
−> f i r s t ( ) . getBlockInConta iner . s tatements
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−>s e l e c t ( c | c . oclIsTypeOf ( java ! Express ionStatement ) )
−> f l a t t e n ()−> s e l e c t ( c |

c . exp r e s s i on . I sExpress ionForAct ion
or c . exp r e s s i on . IsMethodForAction)−> f l a t t e n ( )

−>c o l l e c t ( c | thisModule .
Create IntentFi l te r f romJavaForExpress ionStatement ( c ) )
else
OclUndefined
endif

endif
endif

endif
endif

endif
endif
endif

endif ,

Source <− #JAVA,
Or i g i na l <− s . o r i g ina lCompi l a t i onUn i t . name ,
compPermisions <−
i f not s . arguments . o c l I sUnde f ined ( ) then

i f s . arguments−>s e l e c t ( c |
c . oclIsTypeOf ( java ! S t r i n g L i t e r a l ) ) . notEmpty ( ) then

s . arguments−>s e l e c t ( c |
c . oclIsTypeOf ( java ! S t r i n g L i t e r a l ) )

−>c o l l e c t ( c | thisModule .
CreateCompPermissionsForDynamicRegisteredReceiver ( c ) )
else

OclUndefined
endif

else
OclUndefined
endif
)
}
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Listing 6: ATL Rule to Create AppPermission Element.

−−f o r Create AppPermission :
l a zy rule CreateAppPermission{
from

s :XML! Element ( s . name=’ permis s ion ’ )
to

t :ASAMM! AppPermission (
Name <−
s . c h i l d r e n −> s e l e c t ( c | c . name=’ android : name ’ )
−> f i r s t ( ) . value ,

Permiss ionkind <−
i f s . g e tAt t r ibute (

’ android : p r o t e c t i o nL e v e l ’ ) . o c l I sUnde f ined ( ) then
OclUndefined
else
thisModule . s t r i n g 2 P r o t e c t i o n L e v e l . get (

s . g e tAt t r ibute ( ’ android : p r o t e c t i o n Le v e l ’ ) . va lue )
endif
)
}

Listing 7: ATL Rule to Create CompPermission Element.

−−CompPermission f o r A c t i v i t y , Serv ice , and Receiver :
l a zy rule CreateCompPermission {

from
s :XML! Att r ibute ( s . name=’ android : permis s ion ’ )

to
t :ASAMM! CompPermission

(
Name <− s . va lue
)

}
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Listing 8: Another ATL Rule to Create CompPermission Element.

−−Create CompPermissions f o r DynamicRegisteredReceiver
l a zy rule CreateCompPermissionsForDynamicRegisteredReceiver{

from
s : java ! S t r i n g L i t e r a l

to
t :ASAMM! CompPermission

(
Name <− s . escapedValue . r egexRep laceAl l ( ’ \” ’ , ’ ’ )
)

}
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2.2 Extracting ICC Model

By collecting the Android Application Security Aspects model from each app, the
comprehension of the Android system is facilitated, and all potential ICCs (at intra-
and inter-app communication levels) are extracted and integrated into a single model
called ICC. This model conforms to the proposed metamodel shown in Fig 2. Some
of the ATL rules used for this M2M transformation are shown in the following.

Figure 2: Inter-Component Communication (ICC) Metamodel.
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Listing 9: ATL Rule to Create InterComponentCommunicationInBundleOfApps El-
ement.

rule CreateInterComponentCommunicationInBundleOfApps {
from

s :ASAMM! A p p l i c a t i o n P o l i c y F i l e ( s . Package=
ASAMM! A p p l i c a t i o n P o l i c y F i l e . a l l I n s t a n c e s ( ) . f i r s t ( ) . Package )

to
t :ICCMM! InterComponentCommunicationInBundleOfApps

(
exp l i c i t commun i ca t i ons <−
i f not thisModule . g e t A l l E x p l i c i t I n t e n t . o c l I sUnde f ined ( ) then
thisModule . g e t A l l E x p l i c i t I n t e n t−>

c o l l e c t ( c | thisModule . CreateExpl ic itCommunication ( c ) )
else

OclUndefined
endif ,

imp l i c i t communicat ions <−
i f not thisModule . g e t A l l I m p l i c i t I n t e n t . o c l I sUnde f ined ( ) then
thisModule . g e t A l l I m p l i c i t I n t e n t−>

c o l l e c t ( c | thisModule . CreateImplic itCommunication ( c ) )
else
OclUndefined
endif

)
}

Listing 10: ATL Rule to Create ExplicitCommunication Element.

l a zy rule CreateExpl ic itCommunication {
from

s :ASAMM! Intent ( s . IntentKind=#e x p l i c i t )
to

t :ICCMM! ExplicitCommunication
(
sender app <−

thisModule . CreateAppl icat ionOne ( s . refImmediateComposite ( ) . app ) ,
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r e c e i v e r a p p <−
i f not s . TargetComponentName . oc l I sUnde f ined ( ) then
i f not thisModule . getApplicationTwo ( s . TargetComponentName ) .

oc l I sUnde f ined ( ) then
thisModule . CreateApplicationTwo ( thisModule .

getApplicationTwo ( s . TargetComponentName ) )
else

OclUndefined
endif

else
OclUndefined

endif ,
i n t e n t <− thisModule . CreateIntentForExpl ic i tCommunicat ion ( s )
)
}

Listing 11: ATL Rule to Create ExplicitIntent Element.

l a zy rule CreateIntentForExpl ic i tCommunicat ion {
from

s :ASAMM! Intent
to

t :ICCMM! E x p l i c i t I n t e n t
(
Name <− s . Name,
SendComponentName <− s . SendComponentName ,
Rece iver <− s . TargetComponentName ,
Action <− s . Action ,

target component <−
i f not thisModule . ge tAct iv i tyRece iverCompForExpl i c i t Intent (

s . TargetComponentName ) . oc l I sUnde f ined ( ) then
thisModule . createRece iverComponentForAct iv ity (

thisModule . ge tAct iv i tyRece iverCompForExpl i c i t Intent (
s . TargetComponentName ) )

else
i f not thisModule . ge tServ i ceRece ive rCompForExpl i c i t Intent (
s . TargetComponentName ) . oc l I sUnde f ined ( ) then
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thisModule . createRece iverComponentForService (
thisModule . ge tServ i ceRece ive rCompForExpl i c i t Intent (
s . TargetComponentName ) )

else
i f not thisModule . getBroadcastRece iverCompForExpl ic i t Intent (
s . TargetComponentName ) . oc l I sUnde f ined ( ) then
thisModule . createReceiverComponentForReceiver (
thisModule . getBroadcastRece iverCompForExpl ic i t Intent (
s . TargetComponentName ) )

else
i f not thisModule .

getDynamicBroadcastReceiverCompForExpl ic itIntent (
s . TargetComponentName ) . oc l I sUnde f ined ( ) then
thisModule .

createReceiverComponentForDynamicRegisteredReceiver (
thisModule .

getDynamicBroadcastReceiverCompForExpl ic itIntent (
s . TargetComponentName ) )

else
OclUndefined

endif
endif
endif
endif
)
}

Listing 12: ATL Rule to Create SenderApp Element.

l a zy rule CreateAppl icat ionOne{

from
s :ASAMM! Appl i ca t ion

to
t :ICCMM! SenderApp

(
Name <− s . refImmediateComposite ( ) . Package

)
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}

Listing 13: ATL Rule to Create ReceiverApp Element.

l a zy rule CreateApplicationTwo{

from
s :ASAMM! Appl i ca t ion

to
t :ICCMM! ReceiverApp

(
Name <− s . refImmediateComposite ( ) . Package
)

}

Listing 14: ATL Rule to Create ImplicitCommunication Element.

l a zy rule CreateImplic itCommunication {
from

s :ASAMM! Intent ( s . IntentKind=#i m p l i c i t )
to

t :ICCMM! ImplicitCommunication
(
i n t e n t <− thisModule . CreateIntentForImpl ic i tCommunicat ion ( s ) ,
sender app <− thisModule . CreateAppl icat ionOne (

s . refImmediateComposite ( ) . app )
)
}

Listing 15: ATL Rule to Create ImplicitIntent Element.

l a zy rule CreateIntentForImpl ic i tCommunicat ion {
from

s :ASAMM! Intent
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to
t :ICCMM! I m p l i c i t I n t e n t
(

Name <− s . Name,
SendComponentName <− s . SendComponentName ,
Action <− s . Action ,
Permiss ion <−
i f not s . Permiss ion . oc l I sUnde f ined ( ) then
s . Permiss ion

else
OclUndefined

endif ,

Data <−
i f s . ExtraData=true then
true

else
i f s . data . notEmpty ( ) then
true

else
fa l se
endif

endif ,

MethodForSend <−
i f not s . MethodForSend . oc l I sUnde f ined ( ) then

s . MethodForSend
else

OclUndefined
endif ,

target components <−
i f not s . Action . oc l I sUnde f ined ( ) and s . c a t e g o r i e s . notEmpty ( )

and not s . data . notEmpty ( ) then
i f not s . TestActionAndCategoryForActivity . o c l I sUnde f ined ( )

then
s . TestActionAndCategoryForActivity

else
i f not s . TestActionAndCategoryForService . o c l I sUnde f ined ( )

then

24



s . TestActionAndCategoryForService
else
i f not s . TestActionAndCategoryForReceiver . o c l I sUnde f ined ( )

then
s . TestActionAndCategoryForReceiver

else
i f not s . TestActionAndCategoryForDynamicReceiver .

o c l I sUnde f ined ( )
then

s . TestActionAndCategoryForDynamicReceiver
else

OclUndefined
endif

endif
endif
endif

else
i f not s . Action . oc l I sUnde f ined ( ) and not s . c a t e g o r i e s . notEmpty ( )

and s . data . notEmpty ( ) then
i f not s . TestActionAndDataForActivity . o c l I sUnde f ined ( )

then
s . TestActionAndDataForActivity
else

i f not s . TestActionAndCategoryForService .
o c l I sUnde f ined ( )
then

s . TestActionAndCategoryForService
else
i f not s . TestActionAndCategoryForReceiver . o c l I sUnde f ined ( )

then
s . TestActionAndCategoryForReceiver

else
i f not s . TestActionAndCategoryForDynamicReceiver .

o c l I sUnde f ined ( )
then

s . TestActionAndCategoryForDynamicReceiver
else

OclUndefined
endif

endif
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endif
endif

else
i f s . Action . oc l I sUnde f ined ( ) and s . c a t e g o r i e s . notEmpty ( )
and s . data . notEmpty ( ) then
OclUndefined

else
i f s . Action . oc l I sUnde f ined ( ) and not s . c a t e g o r i e s . notEmpty ( )

and s . data . notEmpty ( ) then
i f not s . TestDataForActivity . o c l I sUnde f ined ( )

then
s . TestDataForActivity

else
i f not s . TestDataForService . o c l I sUnde f ined ( )
then

s . TestDataForService
else

i f not s . TestDataForReceiver . o c l I sUnde f ined ( )
then
s . TestDataForReceiver

else
i f not s . TestDataForDynamicReceiver .
o c l I sUnde f ined ( )
then
s . TestDataForDynamicReceiver

else
OclUndefined

endif
endif

endif
endif

else
i f s . Action . oc l I sUnde f ined ( ) and s . c a t e g o r i e s . notEmpty ( )
and not s . data . notEmpty ( ) then

i f not s . TestCategoryForAct iv i ty . o c l I sUnde f ined ( )
then
s . TestCategoryForAct iv i ty

else
i f not s . TestCategoryForServ ice . o c l I sUnde f ined ( )
then
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s . TestCategoryForServ ice
else
i f not s . TestCategoryForReceiver . o c l I sUnde f ined ( )
then
s . TestCategoryForReceiver

else
i f not s . TestCategoryForDynamicReceiver .

o c l I sUnde f ined ( )
then

s . TestCategoryForDynamicReceiver
else

OclUndefined
endif

endif
endif

endif
else

i f not s . Action . oc l I sUnde f ined ( ) and not s . c a t e g o r i e s . notEmpty ( )
and not s . data . notEmpty ( ) then
i f not s . TestAct ionForAct iv i ty . o c l I sUnde f ined ( )
then

s . TestAct ionForAct iv i ty
else

i f not s . TestAct ionForServ ice . o c l I sUnde f ined ( )
then
s . TestAct ionForServ ice

else
i f not s . TestAct ionForRece iver . o c l I sUnde f ined ( ) and
not s . TestActionForDynamicReceiver . o c l I sUnde f ined ( )
then

s . TestAct ionForRece iver
−>union ( s . TestActionForDynamicReceiver )

−>c o l l e c t ( c |
thisModule . createTargetComponentReceiverAndDynamicReciver ( c ) )
else

i f not s . TestAct ionForRece iver . o c l I sUnde f ined ( ) then
s . TestAct ionForRece iver

−>c o l l e c t ( c |
thisModule . createTargetComponentReceiver ( c ) )
else
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i f not s . TestActionForDynamicReceiver .
o c l I sUnde f ined ( ) then

s . TestActionForDynamicReceiver
−>c o l l e c t ( c |

thisModule . createTargetComponentDynamicRegisteredReceiver ( c ) )
else

OclUndefined
endif

endif
endif

endif
endif

else
OclUndefined
endif

endif
endif

endif
endif

endif
)
}

Listing 16: ATL Rule to Create ImplicitTargetComponent (for Activity) Element.

l a zy rule createTargetComponentForActivity{
from
s :ASAMM! Act i v i ty
to
t :ICCMM! ImplicitTargetComponent
(
Name <− s . Name,
r e c e i v e r a p p <− thisModule . CreateApplicationTwo (

s . refImmediateComposite ( ) ) ,

component permiss ions <−
i f not s . compPermisions . o c l I sUnde f ined ( ) then

s . compPermissions
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−>c o l l e c t ( c | thisModule . CreateCompPermissions ( c ) )
else

OclUndefined
endif ,

Data <−
i f s . Data then
true
else
fa l se

endif ,

Type <− #Act iv i ty
)
}

Listing 17: ATL Rule to Create ExplicitTargetComponent (for Activity) Element.

l a zy rule createRece iverComponentForAct iv ity {
from
s :ASAMM! Act i v i ty
to
t :ICCMM! ExplicitTargetComponent
(
Name <− s . Name,
r e c e i v e r a p p <− thisModule .

CreateApplicationTwo ( s . refImmediateComposite ( ) ) ,

component permiss ions <−
i f not s . compPermissions . o c l I sUnde f ined ( ) then

s . compPermissions
−>c o l l e c t ( c | thisModule . CreateCompPermissions ( c ) )

else
OclUndefined

endif ,

Data <−
i f s . Data then
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true
else
fa l se

endif ,

exported <− s . Exported ,

Type <− #Act iv i ty
)
}

Listing 18: ATL Rule to Create ComponentPermission (for Activity) Element.

l a zy rule CreateCompPermissions {

from
s :ASAMM! CompPermission

to
t :ICCMM! ComponentPermission

(
Name <− s . Name,
PermisionKind <− s . Permis ionkind
)

}
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3 The ATL Rules and OCL Queries Used in the

Analysis Phase

By gathering all potential communications between apps and displaying them in a
single model called ICC that conforms to the proposed metamodel shown in Fig. 2, it
is possible to automatically and effectively perform security analysis at the intra- and
inter-app levels. This phase focuses on two prominent inter-app vulnerabilities called
Intent Spoofing and Unauthorized Intent Receipt. Some of the ATL transformation
rules and OCL queries used for this phase are shown in the following.

Listing 19: ATL Rule to Check Intent Spoofing Vulnerability for Implicit Communi-
cations.

helper context ICC ! ImplicitTargetComponent def :
haveIntentSpoo f ing :Boolean=

i f not s e l f . component permiss ions . notEmpty ( ) then
true

else
i f s e l f . component permiss ions−>e x i s t s ( c |

not thisModule . NormalPermission . i n c l u d e s ( c ) ) then
fa l se

else
true

endif
endif ;

helper context ICC ! ImplicitTargetComponent def :
getIntentSpoof ingCommunicat ions :Sequence (String ) =
l et ImplicitTargetComponentonentsOfCommunication :
Sequence (ICC ! ImplicitTargetComponent ) =

s e l f . refImmediateComposite ( ) . target components in
ImplicitTargetComponentonentsOfCommunication
−> i t e r a t e (n ; output : Sequence (String ) = Sequence{} |

i f not s e l f .Name . endsWith ( ’ MainActivity ’ ) then
i f s e l f . haveIntentSpoo f ing then
i f s e l f . Type= #DynamicRegisteredReceiver then
output−>

i n c l u d i n g ( ’ : This Bundle
has Broadcast I n j e c t i o n in the i m p l i c i t
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communication with t h i s s p e c i f i c a t i o n : ’+
’ ’+ ’ /SendComponentName Component : ’+ ’ ’

+ s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+
’ ’ + s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ + s e l f .Name +
’ / ’ + ’ / Rece iver App : ’+ ’ ’ + s e l f . r e c e i v e r a p p .Name

+ ’ / ’ )
else

i f s e l f . Data=true then
i f s e l f . Type=#Act iv i ty then
output−>
i n c l u d i n g ( ’ : This Bundle
has Act i v i t y Launch ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +

’ ’+ ’ /SendComponentName Component : ’+
’ ’ + s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+
’ ’ + s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+ ’ ’ +

s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else

i f s e l f . Type=#S e rv i c e then
output−>
i n c l u d i n g ( ’ : This Bundle
has S e rv i c e Launch ( with data ) in
the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +

s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
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s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
i f s e l f . Type=#Rece iver then
output−>i n c l u d i n g ( ’ : This Bundle has

Broadcast I n j e c t i o n ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +

’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName +

’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .
refImmediateComposite ( ) . sender app .Name +

’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
output−>r e j e c t ( c | c .Name=s e l f .Name)
endif

endif
endif

else
i f s e l f . Type=#Act iv i ty then
output−>i n c l u d i n g ( ’ : This Bundle has

Act i v i t y Launch ( without data ) in
the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’
+ ’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +

s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .
refImmediateComposite ( ) . sender app .Name +

’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . Type=#S e rv i c e then
output−>i n c l u d i n g ( ’ : This Bundle has
S e r v i c e Launch ( without data ) in
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the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +

s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .
refImmediateComposite ( ) . sender app .Name +

’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else

i f s e l f . Type=#Rece iver then
output−>i n c l u d i n g ( ’ : This Bundle

has Broadcast I n j e c t i o n ( without data ) in
the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .
refImmediateComposite ( ) . sender app .Name +

’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
output−>r e j e c t ( c | c .Name=s e l f .Name)
endif
endif

endif
endif
endif

else
output−>r e j e c t ( c | c .Name=s e l f .Name)

endif
else

output−>r e j e c t ( c | c .Name=s e l f .Name)
endif
)−>asSet ()−>asSequence ( ) ;
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rule Communications2IntentSpoofingCommunications
{
from

s : ICC ! ImplicitTargetComponent
(not s . r e c e i v e r a p p .Name . t oS t r i ng ( ) . endsWith (
s . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name . t oS t r i ng ( ) ) )
to
t :ANO! IntentSpoo f ing
(
d e s c r i p t i o n <− s . getIntentSpoof ingCommunicat ions
−> i t e r a t e (up ; output : String = ’ ’ | output−>concat (up)+ ’\n ’ )

)
do {

t . t race<−Sequence{ s } ;
}

}

Listing 20: ATL Rule to Check Intent Spoofing Vulnerability for Explicit Communi-
cations.

helper context ICC ! ExplicitTargetComponent def :
haveIntentSpoo f ing :Boolean=

i f not s e l f . component permiss ions . notEmpty ( ) then
true
else

fa l se
endif ;

helper context ICC ! Explic itCommunication def :
get IntentSpoof ingForExpl i c i tCommunicat ions :
Sequence (String ) =
l et ExplicitCommunicationsOfBundle :
Sequence (ICC ! Explic itCommunication ) =
s e l f . refImmediateComposite ( ) .
exp l i c i t commun i ca t i ons in

ExplicitCommunicationsOfBundle
−> i t e r a t e (n ; output :
Sequence (String ) = Sequence{} |
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i f not s e l f . i n t e n t . Rece iver .
endsWith ( ’ MainActivity ’ ) then
i f not s e l f . r e c e i v e r a p p . oc l I sUnde f ined ( ) then

i f not s e l f . r e c e i v e r a p p .Name . t oS t r i ng ( ) . endsWith (
s e l f . sender app .Name . t oS t r i ng ( ) ) then
i f s e l f . i n t e n t . target component .

exported=true then
i f s e l f . i n t e n t . target component .

haveIntentSpoo f ing then
i f s e l f . i n t e n t . target component . Type=
#DynamicRegisteredReceiver then

output−>i n c l u d i n g ( ’ : This Bundle has
Broadcast I n j e c t i o n

in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+ ’ ’ +
s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . i n t e n t . target component . Data=true then
i f s e l f . i n t e n t . target component . Type=
#Act iv i ty then

output−>i n c l u d i n g ( ’ : This Bundle has
Act i v i t y Launch ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+
’ ’ + s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
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i f s e l f . i n t e n t . target component . Type=
#S e rv i c e then
output−>i n c l u d i n g ( ’ : This Bundle has
S e r v i c e Launch ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+ ’ ’ +
s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . i n t e n t . target component . Type=
#Rece iver then

output−>i n c l u d i n g ( ’ : This Bundle has
Broadcast I n j e c t i o n ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+
’ ’ + s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
output−>r e j e c t ( c |

c .Name=s e l f . i n t e n t . target component .Name)
endif

endif
endif

else
i f s e l f . i n t e n t . target component . Type=
#Act iv i ty then
output−>i n c l u d i n g ( ’ : This Bundle has
Act i v i t y Launch ( without data )
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in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+ ’ ’ +
’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+ ’ ’ +
s e l f . i n t e n t . Rece iver

+ ’ / ’ + ’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . i n t e n t . target component . Type=
#S e rv i c e then

output−>i n c l u d i n g ( ’ : This Bundle has
S e r v i c e Launch ( without data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+
’ ’ + s e l f . i n t e n t . SendComponentName + ’ / ’+ ’ ’ +
’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ + s e l f . r e c e i v e r a p p .Name +’ / ’ )
else
i f s e l f . i n t e n t . target component . Type=
#Rece iver then

output−>i n c l u d i n g ( ’ : This Bundle has
Broadcast I n j e c t i o n ( without data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+
’ ’ + s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+ ’ ’ +
s e l f . i n t e n t . Rece iver +
’ / ’ + ’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
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output−>r e j e c t ( c | c .Name=
s e l f . i n t e n t . target component .Name)

endif
endif
endif

endif
endif

else
output−>r e j e c t ( c |

c .Name=s e l f . i n t e n t . target component .Name)
endif

else
i f s e l f . i n t e n t . target component . Type=
#DynamicRegisteredReceiver then

output−>i n c l u d i n g ( ’ : This Bundle has
Broadcast I n j e c t i o n in the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+ ’ ’ +
s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
i f s e l f . i n t e n t . target component . Data=true then

i f s e l f . i n t e n t . target component . Type=
#Act iv i ty then
output−>i n c l u d i n g ( ’ : This Bundle has

Act i v i t y Launch ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +

s e l f . i n t e n t . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+
’ ’ + s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
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s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
i f s e l f . i n t e n t . target component . Type=#Se r v i c e then
output−>i n c l u d i n g ( ’ : This Bundle has
S e r v i c e Launch ( with data )
in the i m p l i c i t communication with
t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . sender app .Name + ’ / ’ +
’ / Target Component : ’+
’ ’ + s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . i n t e n t . target component . Type=
#Rece iver then

output−>i n c l u d i n g ( ’ : This Bundle has
Broadcast I n j e c t i o n ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName +
’ / ’+ ’ ’ +
’ /SendComponentName App : ’+ ’ ’ + s e l f . sender app .Name +
’ / ’ + ’ / Target Component : ’+
’ ’ + s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else

output−>r e j e c t ( c |
c .Name=s e l f . i n t e n t . target component .Name)

endif
endif
endif
else

i f s e l f . i n t e n t . target component . Type=
#Act iv i ty then

output−>i n c l u d i n g ( ’ : This Bundle has
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Act iv i ty Launch ( without data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+ ’ ’ +
’ /SendComponentName App : ’+ ’ ’ + s e l f . sender app .Name +
’ / ’ + ’ / Target Component : ’+
’ ’ + s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . i n t e n t . target component . Type=
#S e rv i c e then

output−>i n c l u d i n g ( ’ : This Bundle has
S e r v i c e Launch ( without data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+ ’ ’ +
’ /SendComponentName App : ’+ ’ ’ + s e l f . sender app .Name +
’ / ’ +
’ / Target Component : ’+ ’ ’ +s e l f . i n t e n t . Rece iver +
’ / ’ +
’ / Rece iver App : ’+ ’ ’ + s e l f . r e c e i v e r a p p .Name +
’ / ’ )

else
i f s e l f . i n t e n t . target component . Type=
#Rece iver then

output−>i n c l u d i n g ( ’ : This Bundle has
Broadcast I n j e c t i o n ( without data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ +
’ ’+ ’ /SendComponentName Component : ’+ ’ ’ +
s e l f . i n t e n t . SendComponentName + ’ / ’+ ’ ’ +
’ /SendComponentName App : ’+ ’ ’ + s e l f . sender app .Name +
’ / ’ + ’ / Target Component : ’+
’ ’ + s e l f . i n t e n t . Rece iver + ’ / ’ +
’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
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output−>r e j e c t ( c |
c .Name=

s e l f . i n t e n t . target component .Name)
endif

endif
endif

endif
endif

endif
else
output−>r e j e c t ( c | c .Name=

s e l f . i n t e n t . target component .Name)
endif

else
output−>r e j e c t ( c | c .Name=

s e l f . i n t e n t . target component .Name)
endif

else
output−>r e j e c t ( c | c .Name=

s e l f . i n t e n t . target component .Name)
endif
)−>asSet ()−>asSequence ( ) ;

rule Expl ic itCommunicat ions2IntentSpoof ingCommunications
{

from
s : ICC ! Explic itCommunication
(not s . i n t e n t . target component . oc l I sUnde f ined ( ) )

to
t :ANO! IntentSpoo f ing

(
d e s c r i p t i o n <− s . get IntentSpoof ingForExpl ic i tCommunicat ions
−> i t e r a t e (up ; output : String = ’ ’ | output−>concat (up)+ ’\n ’ )

)
do {
t . t race<−Sequence{ s } ;
}

}
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Listing 21: ATL Rule to Check Unauthorized Intent Receipt Vulnerability.

helper context OclAny def :
getContainerImpl ic i tCommunicat ion :
ICC ! ImplicitCommunication =

i f s e l f . oc l IsTypeOf (ICC ! ImplicitCommunication ) then
s e l f

else
s e l f . refImmediateComposite ( ) .
getContainerImpl ic i tCommunicat ion

endif ;

helper context ICC ! ImplicitTargetComponent def :
getUnauthorizedIntentReceiptCommunicat ions :
Sequence (String ) =

l et ImplicitTargetComponentonentsOfCommunication :
Sequence (ICC ! ImplicitTargetComponent ) =

s e l f . refImmediateComposite ( ) .
target components in

ImplicitTargetComponentonentsOfCommunication
−> i t e r a t e (n ; output :
Sequence (String ) = Sequence{} |

i f s e l f . getContainerImpl ic i tCommunicat ion .
i n t e n t . Permiss ion . oc l I sUnde f ined ( ) then
i f s e l f . getContainerImpl ic i tCommunicat ion .

i n t e n t . Data=true then
i f s e l f . Type=#Act iv i ty then

output−>i n c l u d i n g ( ’ : This Bundle has
Act i v i t y Hi jack ing ( with data )
in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
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i f s e l f . Type=#S e rv i c e then
output−>i n c l u d i n g ( ’ : This Bundle has

S e r v i c e Hi jack ing ( with data )
in the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName + ’ / ’+
’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . Type=#Rece iver then
output−>i n c l u d i n g ( ’ : This Bundle has

Broadcast Theft ( with data )
in the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+
’ ’ + s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ +
’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . Type=#DynamicRegisteredReceiver then
output−>i n c l u d i n g ( ’ : This Bundle has

Broadcast Theft ( with data )
in the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+
’ ’ + s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
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s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+ ’ ’ +
s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else

output−>r e j e c t ( c | c .Name=s e l f .Name)
endif

endif
endif

endif
else−−not Data
i f s e l f . Type=#Act iv i ty then
output−>i n c l u d i n g ( ’ : This Bundle has

Act i v i t y Hi jack ing ( without data )
in the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+
’ ’ + s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
i f s e l f . Type=#S e rv i c e then
output−>i n c l u d i n g ( ’ : This Bundle has

S e r v i c e Hi jack ing ( without data )
in the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .

refImmediateComposite ( ) . sender app .Name +
’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else

i f s e l f . Type=#Rece iver then
output−>i n c l u d i n g ( ’ : This Bundle has

Broadcast Theft ( without data )
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in the i m p l i c i t communication
with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .
refImmediateComposite ( ) . sender app .Name +

’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )

else
i f s e l f . Type=#DynamicRegisteredReceiver then
output−>i n c l u d i n g ( ’ : This Bundle has

Broadcast Theft ( without data )
in the i m p l i c i t communication

with t h i s s p e c i f i c a t i o n : ’ + ’ ’+
’ /SendComponentName Component : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) . SendComponentName +
’ / ’+ ’ ’ + ’ /SendComponentName App : ’+ ’ ’ +
s e l f . refImmediateComposite ( ) .
refImmediateComposite ( ) . sender app .Name +

’ / ’ + ’ / Target Component : ’+ ’ ’ +
s e l f .Name + ’ / ’ + ’ / Rece iver App : ’+
’ ’ + s e l f . r e c e i v e r a p p .Name + ’ / ’ )
else
output−>r e j e c t ( c | c .Name=s e l f .Name)
endif

endif
endif

endif
endif

else
output−>r e j e c t ( c | c .Name=s e l f .Name)
endif
)−>asSet ()−>asSequence ( ) ;

rule Impl ic itCommunicat ions2UnauthorizedIntentReceiptCommunicat ions
{
from
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s : ICC ! ImplicitTargetComponent
(not s . r e c e i v e r a p p .Name . t oS t r i ng ( ) . endsWith (

s . refImmediateComposite ( ) .
refImmediateComposite ( ) . sender app .Name . t oS t r i ng ( ) ) )

to
t :ANO! Unauthor izedIntentRece ipt

(
d e s c r i p t i o n <− s . getUnauthorizedIntentReceiptCommunicat ions
−> i t e r a t e (up ; output : String = ’ ’ | output−>concat (up)+ ’\n ’ )

)
do {
t . t race<−Sequence{ s } ;
}

}
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