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Abstract 

Android is extensively used worldwide by mobile application developers. Android provides 

applications with a message passing system to communicate within and between them. Due to the 

risks associated with this system, it is vital to detect its unsafe operations and potential vulnerabilities. 

To achieve this goal, a new framework, called VAnDroid, based on Model Driven Reverse Engineering 

(MDRE), is presented that identifies security risks and vulnerabilities related to the Android application 

communication model. In the proposed framework, some security related information included in an 

Android app is automatically extracted and represented as a domain-specific model. Then, it is used 

for analyzing security configurations and identifying vulnerabilities in the corresponding application. 

The proposed framework is implemented as an Eclipse-based tool, which automatically identifies the 

Intent Spoofing and Unauthorized Intent Receipt as two attacks related to the Android application 

communication model. To evaluate the tool, it has been applied to several real-world Android 

applications, including 20 apps from Google Play and 110 apps from the F-Droid repository. VAnDroid 

is also compared with several existing analysis tools, and it is shown that it has a number of key 

advantages over those tools specifically regarding its high correctness, scalability, and usability in 

discovering vulnerabilities. The results well indicate the effectiveness and capacity of the VAnDroid as 

a promising approach in the field of Android security. 

Keywords: Android application, vulnerabilities, model-driven reverse engineering, Android 

application communication model, domain-specific model, Android security 

1. Introduction 
Nowadays, smartphones, which are extensively used for online banking and social networks, can 

perform many tasks, such as conducting financial transactions and email communications [1]. Several 

operating systems, e.g. Android OS, Windows Phone, and iOS have been introduced as software, 

allowing smartphones, tablets, and other devices to run applications and programs [2]. Among them, 

Android is a free and open source platform that can be installed on these devices [3, 4, 5]. These apps 

play a key role in the user's daily life [1] and can be easily downloaded or accessed in Android 

marketplaces, such as the Google Play store. The Android applications have a high growth rate in 

recent years [6]. 

As mobile phones are used to store personal information, there is a need for higher level of privacy 

and security [7]. Although Android provides a permission-based security model, there are still several 

issues in the context of user privacy that need to be addressed [8]. One of the Android threats in the 

context of user privacy is the unauthorized access to sensitive data [9]. In this case, normally a 
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malicious application that is called Trojan horse gain (excessive) access to the system. A Trojan has an 

attractive and acceptable appearance and take advantage of security holes in the application or try 

deceiving the user to access sensitive information and resources [7]. Therefore, it is necessary to check 

the access level of an Android application for sensitive information and resources. 

The Android platform consists of several layers [10]. The top layer is the application layer that provides 

all the resources needed to write an Android application [3]. Providing security in each layer means 

creating a secure environment for mobile applications to stay and safely run [10]. There exist several 

types of Android vulnerabilities that can occur in any layer, such as the application layer or the 

framework layer. These vulnerabilities can also be generated by creating the wrong code or by design 

flaws. Some other security issues may occur due to unauthorized access given by an application to 

other sources (information leakage), by permission escalation, and by re-packaging to inject malicious 

code [7]. 

Components are basic units in each Android application that interact with each other through the 

intent mechanism. This mechanism is used for Inter-Component Communication (ICC) in the Android 

application [11]. It is used to send messages, make calls, and activate other components. This 

mechanism is combined with the permission mechanism in the components to achieve more flexibility 

in developing applications [12]. As the Android application communication model mostly promotes 

the development of rich applications, Android developers can use this communication model to 

leverage existing data and services provided by other applications. To achieve this, Android has 

provided a message passing system that facilitates the communication of applications [13]. 

When the Android message passing system is not correctly used, it may pave the way for an attacker 

[13]. Therefore, the risks associated with the Android message passing system, including personal data 

loss and corruption, phishing, and other unexpected behavior, should be evaluated to detect unsafe 

operations and potential vulnerabilities [13]. If a message does not correctly identify its receiver, the 

attacker can access that message. This results in the violation of confidentiality and integrity. If the 

component does not know the transmitter, the attacker can inject incorrect and fake messages into 

the component. Therefore, detecting these types of vulnerabilities in Android apps has become an 

attractive challenge [13]. 

Extensive studies (e.g. [11], [13], and [14] ) have been conducted to explore the different aspects of 

Android developments, and to identify and address their bugs, information leaks, and vulnerabilities 

[13]. Most of these studies are performed to uncover security flaws in Android apps, with many 

approaches implemented on the basis of a framework called Soot [15], and research contribution 

artifacts, such as tools and datasets, are often unpublished [5].  

In Android applications, we need to identify numerous issues, such as identifying the security 

architecture that is considered in the communications of the application with other applications, the 

data of the application, the services provided by components of the applications, and the authorized 

app’s access to the components of the application [7]. This kind of information in an Android 

application has been implemented through low-level technologies and is scattered throughout the 

application, making it difficult to identify and understand. Therefore, in this paper, a novel approach 

is proposed to conduct static analysis for Android apps, and a framework is built based on Model 

Driven Reverse Engineering (MDRE) to identify security risks and vulnerabilities related to the Android 

application communication model. This framework is called VAnDroid which stands for “Vulnerability 

Analysis of Android Applications”. The main challenge is the low-level abstraction of the security needs 

in an application and the need for high-level abstraction to detect and resolve the vulnerabilities. 

Therefore, it is necessary to extract the security needs and aspects of an Android application at an 



3 
 

appropriate level of abstraction so that they can be properly understood. Here is where the Model 

Driven Engineering (MDE) technology can help. In MDE, models play the leading role in the software 

development and the code is (semi)automatically generated from the models.  

The approach conducted in the proposed framework exploits from the coverage, reusability, 

integration, and automation capabilities of MDE technologies to provide models of software systems 

and a common understanding of the concepts. These models are then used as the starting point of all 

the reverse engineering activities [16]. In fact, in this approach, the information of application is 

unified and integrated into a domain-specific model by the means of model transformations. Having 

all the security information in the form of an integrated model corresponding to our Android 

Applications Security Aspects metamodel enables the reusability of a wide range of model-driven tools 

and techniques to derive interesting analysis applications. In fact, MDRE improves visualization, 

(automatic) analysis, and manipulation of the needs and security information of the app in an efficient 

way.  

The framework presented in this paper is implemented as an Eclipse-based tool, that it automatically 

identifies two security vulnerabilities related to the Android application communication model: Intent 

Spoofing and Unauthorized Intent Receipt. To evaluate this tool, it has been applied to several real-

world Android applications, including 20 apps from Google Play and 110 apps from the F-Droid 

repository, and three criteria of correctness, scalability, and usability are evaluated. This tool is also 

compared with several existing tools, such as IccTa [11], Amandroid [14], FlowDroid [17], and 

DroidGuard [18]. 

The main contributions of this paper are as follows. 

 A framework based on MDRE called VAnDroid. The MDRE process is used for the proposed 

framework to analyze Android apps and detect vulnerabilities in the ICC. The approach conducted 

in this framework has three phases. First, in the model discovery phase, the security information 

is extracted from the Android application. They are then transformed into a single model called 

the Android Applications Security Aspects in the transformation and integration phase. This 

model, which conforms to the proposed metamodel, has an appropriate abstraction level of 

understanding. Finally, the analysis phase will be performed to detect and identify vulnerabilities 

in the communication between the components, and the results of the analysis are generated in 

the form of XMI models. 

  A Metamodel for Security Aspects of Android Applications. By studying the application layer, 

structure, and security aspects of the android apps, and by using the existing concepts in the 

development of Android applications, the metamodel is designed to extract the required 

information from the Android applications and integrate them into a model. This platform-

independent model facilitates the comprehension and analysis of the security information of 

Android app. 

 Implementing VAnDroid as an Eclipse-based tool. The feasibility and pertinence of our approach 

is demonstrated by developing an Eclipse-based tool called VAnDroid which implements the three 

phases of the proposed approach. We have applied this tool to several real-world Android 

applications. 

This paper is organized as follows. Section 2 reviews Android, the structure of its application, and 
vulnerabilities in Android applications, and then defines MDRE, and the related concepts. Section 3 
presents related work. Section 4 introduces a motivation example. The proposed approach is then 
delineated in Section 5, and the main phases of the approach are introduced. Section 6 evaluates the 
proposed approach. Section 7 reviews the results of the evaluation. Finally, Section 8 provides 
conclusions and suggestions for future studies. 
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2. Background 

In this Section, first we will elaborate on the main concepts that play an important role in 

understanding the rest of the paper, i.e., Android, its known vulnerabilities, and Model Driven Reverse 

Engineering. 

2.1. Android overview  
Android is a mobile operating system developed by Google and based on the Linux kernel [3]. At the 

bottom of this platform, the Linux kernel layer is located. This layer provides all the operations related 

to the core of the operating system. At the top of this layer, there is a middleware layer that provides 

libraries to run the code. Finally, at the top of the middleware, there is the application layer. This layer 

can be divided into two parts: application framework layer and application layer [10]. The application 

framework layer prepares classes that are provided through the Android stack for applications. For 

example, activity management class that manages the life cycle of an Activity. The application layer is 

related to the application that is developed by an Android developer.  

In order to understand the security of the application layer, first, the structure of the Android 

application must be correctly understood [10]. Android applications can be very simple, included only 

Activities or Services components. Some applications may also use Content Providers for storing and 

maintaining data or using a Broadcast Receiver to perform certain operations in response to requests 

from other applications. Therefore, these applications can be very simple or very complex [19].  

Android applications are composed of one or more components [19]. Each component has its own 

control point, which can be repeatedly called through other applications [10].  All of these components 

are specified in the AndroidManifest.xml file. An Android application consists of several files, 

especially the AndroidManifest.xml as the key file. In addition to the components, other requirements 

of the Android applications are specified in the AndroidManifest.xml file, such as the minimum API 

level that Android needs and the requested permissions. In general, there are four types of 

components in Android, which are explained below [13]. 

- Activity: This component is considered as a single screen that is displayed on the user's device. 

In fact, the visible part of the application is Activity. 

- Service: It is a component of the Android application that is designed for the processes in the 

background. 

- Broadcast Receiver: This type of component receives messages from other applications and 

other components.  

- Content Provider: It is a component that is designed to share data between applications.  

The components of the Activity, Service, and Broadcast Receiver can interact with each other through 

the intent. In Android platform, the intent mechanism is used for the inter-component communication 

[20]. Applications can send intents directly to specific components, e.g., Activity or Service, or 

broadcast them to all running applications. Indeed, intents support the communication between 

components. Using intents is a key way for applications to send messages to other applications or 

other components. An intent can be either explicit or implicit. The former means that it includes the 

name of the target component. The latter one does not include the name of the target component, 

i.e., in explicit type, it is quite clear what component should perform which operation on what portion 

of the data. In implicit type, an intent is sent as a broadcast intent [13].  
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Three types of components can be enabled with the intent. For this purpose, specific methods are 

used. As shown in Table 1, there are several Intent-sending mechanisms, one can use certain methods 

to start an Activity, start a Service, bind to Service and send the broadcast intent [13].  

Table 1: A non-exhaustive list of Intent-sending mechanisms [13]. 

 
 

To Receiver 

sendBroadcast(Intent i) 
sendBroadcast(Intent i, String rcvrPermission) 
sendOrderedBroadcast(Intent i, String recvrPermission, BroadcastReceiver receiver, ...) 
sendOrderedBroadcast(Intent i, String recvrPermission) 
sendStickyBroadcast(Intent i) 
sendStickyOrderedBroadcast(Intent i, BroadcastReceiver receiver, ...) 

To Activity startActivity(Intent i) 
startActivityForResult(Intent i, int requestCode) 

To Service startService(Intent i) 
bindService(Intent i, ServiceConnection conn, int flags) 

 

2.2. Common vulnerabilities in Android applications 
There are several vulnerabilities in Android applications that may occur in any layer of the Android 

operating system [7]. Privilege escalation attack and Intent-based attack are two major categories of 

these vulnerabilities [8]. The Privilege escalation attack occur when an application with less permission 

can gain access components of a more privileged application. This vulnerability occurs at two levels of 

the Android system: the core level and the application level. Confused deputy attack and Colluding 

applications attack are two categories of this vulnerability [21].  

Our approach aims to detect intent-based vulnerabilities, which are described in the following. 

The Android operating system provides a rich inter-application message passing system. When 

Android message passing system is not correctly used, it may pave the way for an attacker [13]. The 

content of a message can be intercepted, modified, changed, or moved. As a result, user privacy is 

compromised. A malicious application can also inject a fake message into applications that led to 

violate security policies [13]. This type of attack is called intent-based attack. As shown in Table 2, 

Intent Spoofing and Unauthorized Intent Receipt are two categories of this vulnerability, that they are 

described in the following. The "without data" concept in Table 2 means that the intent object involved 

in an attack does not have additional data. The concept of "with data" means that the intent object 

has data. 

Intent Spoofing This type of vulnerability occurs when a public component receives an intent object 

sent by a malicious application. Then, the component is operating in accordance with the incoming 

intent. As shown in Table 2, this type of vulnerability is classified into three categories as follows 

according to the type of the component that receives the intent [13]. 

- Broadcast Injection: This occurs when an exported Broadcast Receiver blindly trusts to an 

incoming broadcast intent. As a result, it may be possible for the recipient to perform an 

inappropriate operation on data from the intent. In this case, the malicious intent can be 

propagated throughout the application.  

- Activity Launch: Exported Activity can be launched by receiving an intent from other 

applications. As a result, if the intent is malicious, three types of attack may occur on an 

exported Activity. Launching an Activity that can affect application status or modify data in 

the background, a user can be deceived, or Information leakage may occur through the 

exported Activity. 
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- Service Launch: This occurs when an exported Service is not protected by any strong 

permission. Therefore, the Service can be started by any application. If the exported Service 

has sensitive information while it is active, it will cause information leakage or execution of 

unauthorized tasks. 

Unauthorized Intent Receipt This type of vulnerability occurs when an Android application sends an 

implicit intent. There is no guarantee that the expected application will receive the intent because, in 

this type of intent, the name of the target component is not specified. As a result, a malicious 

application can also receive this type of intent and access its data. As shown in Table 2, this type of 

vulnerability is divided into three categories as follows [7]. 

- Broadcast Theft: it occurs when an eavesdropper can silently read the contents of broadcast 

intent, while the Broadcast Receiver does not have any interruption. 

- Activity Hijacking: it occurs when a malicious Activity has received the intent. 

- Service Hijacking: it occurs when a malicious Service receives the intent. Unlike the Activity    

Hijacking, in this vulnerability, no user interface is displayed. 

Table 2: Different types of Intent-Based attack vulnerabilities [13]. 

Different vulnerabilities associated with each type of Intent and component 
Intent Spoofing Unauthorized Intent Receipt 

Potential vulnerability Component type Potential vulnerability Intent type 
Broadcast Injection (without data) 

Broadcast Injection (with data) 
Exported Broadcast 

Receivers 
Broadcast Theft (without data) 

Broadcast Theft (with data) 
Sent Broadcasts 

Activity Launch (without data) 
Activity Launch (with data) 

Exported Activities Activity Hijacking (without data) 
Activity Hijacking (with data) 

Sent Activity requests 

Service Launch (without data) 
Service Launch (with data) 

Exported Services Service Hijacking (without data) 
Service Hijacking (with data) 

Sent Service requests 

 

2.3. Model Driven Reverse Engineering (MDRE) 
The process of understanding the software systems that can be achieved through obtaining higher-

level representations of these systems is commonly called Reverse Engineering (RE) [22]. MDRE is 

defined as the application of MDE principles and techniques to the reverse engineering. MDRE has 

been used to build effective solutions to help better understanding of software systems [16]. In fact, 

the main goal of MDRE is to offer an effective support for the comprehension of existing systems, 

thanks to the use of model-based representations of these systems [22]. MDRE can be directly 

exploited from the capabilities of MDE technologies, such as automation, extensibility, reusability, and 

integration [16]. MDE is largely based on "Everything is a model" [22]. Therefore, MDE relies on three 

main concepts: metamodel, model, and model transformation. A metamodel defines the possible 

structure of the models which conform to it [16]. The transformation is performed between a source 

and a target model and it is performed upon the respective metamodels. MDE provides several 

languages for defining model transformations [22]. The model transformations can be done either 

model-to-model (e.g., ATL [23]) or model-to-text (e.g., Acceleo [24]). Since, models play a key role in 

the MDE, MDRE creates a set of models from the artifacts of the software system, such as the source 

code and configuration files [22]. These models are derived from the systems to ensure a common 

understanding of their contents. A MDRE process includes three main phases. First, in the Model 

Discovery phase, models are discovered from software artifacts. Then, in Model Understanding phase, 

comprehension of these models takes place. Finally, in Model (Re) Generation phase, the discovered 

models in the previous phases can be used to generate other models or a new version of software 

systems [22]. 
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To clarify the MDRE process, consider a typical MDRE scenario of migrate an existing COBOL system 

into a Java platform [22]. At the model discovery phase, low-level models are extracted from the 

source code of the system using a T2M transformation. Then, at the model understanding phase, the 

abstraction level of these models raises using model-to-model (M2M) transformations. Finally, the 

models are used either for generating the new running Java application or evaluating the system. The 

idea employed in the second phase (Model Understanding) is the processing of the raw models 

discovered in the previous phase (Model Discovery) to obtain higher-level views of the systems that 

facilitate their analysis and comprehension [22]. In fact, in this phase, a model can be produced 

through the consideration of the metamodel and the model transformation, which makes it possible 

to understand and identify the information in the system.  

3. Related work 
In the Android literature, static analysis has been applied to various security issues, such as data leak 

detection, permission management concerns, and other vulnerabilities in Android applications [5]. 

Several related studies have been performed to investigate Android vulnerabilities, most of which 

were performed during the development of an Android application. Some other studies focused on 

extracting security information by analyzing the runtime behavior of the application instead of doing 

a static analysis of the defined security needs responsible for that behavior. In the following, an 

overview of some of the related studies that have been performed in the context of Android 

vulnerability is given. 

Detect data leaks in the Android application. Many of the tools in the context of static analysis 

address sensitive information leakage [25]. The high concentration of sensitive information on mobile 

systems has caused many tools to address the leak of information. In the following, an overview of 

these tools is described. 

DroidSafe [26] is a static application analysis tool designed to check information flows in Android app 

code APK files. This tool simulates the Android environment and combines a comprehensive, accurate, 

and precise model of the Android runtime with static analysis design decisions. This combination 

provides a technique for the efficient analysis of code through precise static analysis. In fact, in this 

tool, a comprehensive model of the Android runtime and static information-flow analysis has been 

created to achieve the accuracy and scalability of real-world Android applications. 

AdRisk [27] is a system that identifies potential risks. Initially, this system decouples the embedded ad 

libraries from the host apps. The AdRisk system then statically examines the libraries to detect risks, 

such as uploading sensitive information to remote servers and executing untrusted code from Internet 

sources. This system examines the security and privacy issues in app libraries. 

CHEX [28] is a static analysis method that automatically analyzes Android apps for component 

hijacking vulnerabilities. This method detects the hijack-enabling data flows in a large volume of apps 

by modeling the vulnerabilities from a data-flow perspective. CHEX is a static analyst tool that can 

detect the data stream being hijacked. This tool is based on Dalysis as a framework to support various 

types of static analysis performed on Android bytecode. This tool only detects vulnerabilities by 

checking the data-flows, while the vulnerable component may be present, but it does not have explicit 

data-flow. 

Blue Seal [29] is an automated infrastructure for synthesizing flow permissions. In this tool, a flow-

based extension to the Android permission mechanisms is presented called Flow Permissions. The 

main purpose of this tool is providing visibility into the holistic behavior of the applications installed 

on a user’s phone. In this tool, to synthesize cross-app flows, the Android is modified to perform cross-
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app permission analysis when installing a new app. This analysis compares information flows within 

the new app to all existing installed apps and derives new Flow Permissions. 

FlowDroid [17] is a highly precise static taint analysis tool for Android applications. This tool analyzes 

the bytecode and configuration files of the app to find potential privacy leaks. This analysis is done 

through a complete modeling of the app lifecycle in the form of a graph. In fact, FlowDroid is a static 

taint-analysis system that is fully based on field, flow, context, and object-sensitive. 

Epicc [30] is a static analysis tool designed to analyze the APK files of Android application. This tool is 

designed to detect Android vulnerabilities, such as Intent Spoofing and Unauthorized Intent Receipt. 

This tool examines the components that can communicate with each other. The approach conducted 

in this tool is very precise and there is full control over the various branches of execution. This 

approach is also flow-sensitive, inter-procedural, and context-sensitive. 

DIDFail [31] is a static taint analysis of Android apps. This tool combines and augments the Epicc [30] 

and FlowDroid [17] analyses to detect intra-component and inter-component information flow in a 

set of apps. This analysis performs two phases where the first phase gives a set of Android applications 

that the tool uses to determine information flow within the app. The second phase determines flow 

across the apps. This tool then builds on these results to enumerate the potentially dangerous data 

flows. 

Amandroid [14] is a static analysis tool for security vetting of Android apps. This tool addresses security 

problems, such as password leakage, OAuth token leakage, intent injection, and the misuse of crypto 

APIs. The tool is publicly available and runs solely on Linux. This tool calculates a detailed state of all 

objects during execution. It then builds an inter-procedural control flow graph that handles ICC by 

including flow and context-sensitive edges. 

AAPL [32] is an automated system for discovering privacy leaks. This system is based on static analysis 

techniques, such as conditional flow identification and joint flow tracking. AAPL can increase the rate 

of privacy disclosures, thus it greatly reduces the amount of security analysts and human efforts 

needed. The purpose of the AAPL is to address the problem of the precise and automatic separation 

privacy leaks from legitimate privacy disclosures. 

AppIntent [33] is an analysis framework that can generate a sequence of GUI manipulations 

corresponding to the sequence of events that lead to data transmission. This sequence allows the 

analyst to determine if the data transmission is user-intended or not. This framework uses symbolic 

execution to generate the aforementioned event sequence. In fact, AppIntent is not an automated 

method to detect unintended transfers. Instead, it is an automated tool to display to the analyzer the 

sequence of UI manipulations that this sequence of events leads to the sensitive data transmission.   

IccTA [11] is a static taint analyzer that detects privacy leaks between components in Android apps. 

This tool detects ICC-based privacy leaks by creating a highly precise control flow graph through 

instrumentation of the code of applications. IccTA receives an APK file as input and then extracts ICC 

links and information about the ICC. This tool stores all the extracted information in a database. IccTA 

builds a complete control flow graph of the Android app, then analyzes the context between two 

components by using the resulting graph.  

DroidGuard [18] is a tool for analyzing Android apps. This tool combines static code analysis with 

lightweight formal methods to automatically infer security-relevant properties from a bundle of apps. 

This tool mainly aims to find security weaknesses in existing combinations of apps. DroidGuard uses 
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an SAT-based engine to analyze the system model against compositional security properties and 

generate potential attack scenarios to protect against unknown malicious behaviors. 

Detecting Intent Spoofing and Unauthorized Intent Receipt vulnerabilities in the Android 

application. Some of the tools in the context of static analysis are designed to detect vulnerabilities, 

such as Intent Spoofing and Unauthorized Intent Receipt. In the following, an overview of these tools 

is described. 

MalloDroid [34] is a static Android application analysis tool designed to detect improper TLS certificate 

validation that may allow man-in-the-middle (MitM) attacks. MalloDroid does not detect information 

flow leaks. In fact, this tool analyzes the API calls and extracts valid HTTP URLs from the decompiled 

apps. Then, the validity of the SSL certificates of all extracted HTTPS hosts is checked. 

ComDroid [13] is a tool used to detect application communication vulnerabilities. This tool examines 

Android application interactions and identifies security risks in application components, including 

personal data loss and corruption, phishing, and other unexpected behavior. ComDroid can be used 

by Android developers to analyze their applications before release. This tool relies on DEX code. 

Gallingani [35] provides a tool for automatically detecting programming choices when developing 

Android applications that can lead to security risks for the final users. This tool is a static code analyzer 

that is able to take Android application packages as input and produce precise security reports on the 

analyzed application as output. This tool addresses the vulnerability of intent-based communications. 

AppSealer [36] is a tool for automatically generating a patch for Android applications with component 

hijacking vulnerability. This tool performs static bytecode analysis to identify small and complete 

program slices that lead to the discovered vulnerability. 

APSET [12] is a tool for Android application security testing. This tool aims to detect intent-based 

vulnerabilities, and uses vulnerability patterns proposed by an Android expert. It automatically 

generates and then executes test cases on smartphones or emulators. The main contribution of this 

tool resides in the test case generation by means of an automatic generation of partial specifications 

from Android applications. 

Oh and colleagues [37] address two main types of attacks: intent-based attacks and privilege 

escalation attacks. These researchers propose a multi-level security model for the Android platform 

that allocates proper security levels to an application according to the pre-defined policy, and controls 

ICC establishment using the security level. These researchers [8] have extended their approach and 

propose a framework based on the multi-level security model. This framework assigns a security level 

to an application at installation and performs runtime monitoring. 

Through the review of related studies, we have found that (1) most analyses are performed to uncover 

security flaws in Android apps, (2) many approaches are implemented based on a framework called 

Soot, (3) the research contribution artifacts, such as tools and datasets, are often unpublished. Later 

in the Section 7.3 (Discussion), we compare the proposed approach with these related works. 

4. Motivation Example 
In this Section, an example of the Intent Spoofing vulnerability is presented. Consider the 

SendSMSDemoApp application. By using this application, one app can send a message easily to a lot 

of people. This app consists of an Activity called SendSMSActivity. Partial code of this component is 

shown in Listing 1. In lines 30 and 31, the address of the message's recipient is determined by a 
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variable called “Recipient” on the incoming intent. In lines 39-43, the intent object is transformed into 

a message, and the message is broadcasted in lines 45 and 46. 

 

Listing 1: Partial code of SendSMSActivity. 

Consider the malicious app Mal1, which has an Activity named Activity1. Partial code of this 

component is shown in Listing 2. The address of the message's recipient is specified by the 

Address_of_Recipient variable in line 14. In order to send this variable to the SendSMSDemoApp, the 

intent is created in line 22. Then, in line 23, it is specified that the intent is to send the SendSMSActivity 

of the SendSMSDemoApp. The SendSMSActivity assumes that the address of the message's recipient 

is determined by the component within the app, so it does not recognize that the address has been 

sent by the malicious app. Therefore, the malicious app Mal1 uses this security hole in the 

SendSMSDemoApp and changes the address to its favorite address. As a result, Mal1 can access 

information on the intent. 

 

Listing 2: Partial code of the Activity1. 

The scenario of Mal1 attacking the SendSMSDemoApp is shown in Figure 1. In step 1, the 

SendSMSDemoApp is running. In step 2, the malicious app changes the address of the message's 

recipient to its preferred address (in lines 14 of listing 2) by sending an intent. As a result, in step 3, 

the address of the message's recipient changes to the malware's address. Therefore, in step 4, the 

message is sent to the address that has been specified by the malicious app.  
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Fig. 1: The attack scenario for the SendSMSDemoApp app. 

In the following, it is shown that this vulnerability can be detected by the implemented tool. 

In order to evaluate this app using the VAnDroid, the app is entered into the tool. The app is then 

evaluated using the tool. Finally, the following models are presented: 

- Model 1: The XMI model created from the Android application through the MoDisco tool. 

- Model 2: The Java model created through the MoDisco tool from the Android application. 

- Model 3: The Android application security aspects model that conforms to the Android 

Applications Security Aspects metamodel. 

- Model 4: A model that shows the vulnerabilities of the Intent Spoofing.  

- Model 5: A model that shows the vulnerabilities of the Unauthorized Intent Receipt.  

As explained, the SendSMSDemoApp app includes Intent Spoofing vulnerability which is detected 

through the VAnDroid. 

5. Research Approach 
In this paper, an approach is proposed that identifies vulnerabilities in the context of ICC. As discussed 

earlier, this approach addresses two important categories of Intent Spoofing and Unauthorized Intent 

Receipt. The security information is first extracted from the Android application. This is then 

transformed into a single model called Android Applications Security Aspects. Based on this model, 

some operations, such as queries and model manipulations, can be applied later to analyze and 

manage the security configurations. There is a need for a specific domain metamodel to create an 

integrated model. In the following paragraphs, the proposed metamodel and then the main phases of 

the proposed approach are described. 

5.1. Metamodel 
In order to design the metamodel, the works of Six [19], Mednieks et al. [38], Rai [10], and Chin et al. 

[13] have been studied, and by using the existing concepts, the metamodel shown in Figure 2 is 

designed. In the following, the elements and their relationships which are included in the metamodel 

are described. 
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Application Policy File This element is considered as the root of the metamodel, which has the 
following general information about the Android application. 

- Package: Name of the APK package that is actually known as a unique identifier. 

- VersionCode: A feature which allows other applications to determine the version of the 

application. 

- VersionName: The version of the application that is displayed to the user.  

SDK In the AndroidManifest.xml file, the <uses-sdk> tag indicates the level of the Android API that the 
application runs on it. This concept is considered as the SDK element in the metamodel. 

UsesPermission An Android application uses resources to properly operate. For this purpose, the 

Android application must be able to get permissions to access the resources from the user. These 

permissions are specified via the <uses-permission> tag in the AndroidManifest.xml file. This concept 

is considered as the UsesPermission element in the metamodel. This element is considered as a 

permission that it is used to get permissions to access the resources from the user. The attributes of 

this element are as follows. 

- Name: It represents the name of the requested permission. 

- Permisionkind: It indicates the type of required permission. By default, there are four types of 

permissions as follows, which are expressed by the ProtectLevel element in the metamodel.  

 Normal: This type is not malicious. For example, the permission to change the background 

picture of the device is normal and requires no acceptance from the user. 

 Dangerous: This type is important by the user and may be malicious for the user. For 

example, access private data requires the permission that obtains from the user. If the 

user does not agree to the requested permission, the application will fail. 

 Signature: This type is only granted when it is signed by the developer who has defined 

the permission. It is useful for limiting component access and controlling applications by 

the developer. 

 SignatureOrSystem: This type is only granted when the conditions of the signature 

permission have occurred or the application is installed in the system applications folder. 

Applications in the Android Market cannot be installed in the folder of system 

applications. System applications are pre-installed by the device manufacturer or an 

advanced user. 

NewPermission In an Android application, in addition to ready-made permissions, the developer 
may define and use specific permissions for the application. This concept is considered as the 
NewPermission element in the metamodel. The Attributes of this element are as follows. 

- Name: It specifies the name of the permission. 

- Label: The label is associated with the defined permission and it is selected to represent the 

summary of the permission. 

- Description: It specifies the function of the defined permission. 

- Permisionkind: It specifies the type of the defined permission. 

- PermissionGroup: It represents the group of the defined permission. 
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Fig. 2: Android Application Security Aspects Metamodel. 

PermissionGroup To create a group of permissions, one can use the <android: permissionGroup> 

tag in the AndroidManifest.xml file. This concept is considered as the PermissionGroup element in the 

metamodel. The Attributes of this element are as follows. 

- Name: It represents the name of a group of the requested permissions. 

- Description: It represents the description of the group of the requested permissions. 

- Icon: It is considered as an identifier for the defined group. 

- Label: It specifies the name of the defined group. 

Application The <application> tag is an important tag in the AndroidManifest.xml file. This tag 
consists of a description of the Android application. In fact, each ApplicationPolicyFile element 
includes an Android application. 

Component Each Android application is composed of one or more components. The Component 
class can be of Activity, Service, Broadcast Receiver, or Content Provider type. 

Intent As discussed earlier, using intents is a key way for applications to send messages to other 
applications or other components. In fact, the intent is a message passing mechanism between 
components, and an intent declared in the Java code of Android app. The attributes of this element 
are as follows. 
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- Name: It indicates the name of the intent. 

- Action: Each intent can include an action that requested operation. 

- Data: Each intent consists of data that specifies the data that the requested operation is 

performed on it. 

- Permission: In the context of the broadcast intent, the number of the components can be 

limited to receive the intent by defining the permission.  

- IntentKind: It indicates the type of intent. An intent can be explicit or implicit. 

- SendComponentName: It represents the component that sends the intent object. 

- TargetComponentName: It represents the component that receives an explicit intent. 

- MethodForSend: The MethodForSend attribute specifies the used method for Intent-sending 

mechanisms. 

IntentFilter The Activity, Service, and Broadcast Receiver can have one or more intent filters that 
actually specify the kind of operation that the component can do. The intent filter specifies the type 
of operation that an Activity or Service can handle and the kind of messages a Broadcast Receiver can 
handle. In fact, the intent filter tells about the capabilities of the component. An intent filter declared 
in the manifest file. This element in the metamodel can be related to the three elements. These 
elements are as follows. 

- Action: Each intentFilter element must contain one or more Action elements that specify the 

operation to be executed. 

- Category: Each intentFilter element can contain zero or more Category elements that contain 

additional information to execute the desired action. 

- Data: Each intentFilter element can contain zero or more data elements that specify the data 

that the operation should be performed on it. 

5.2. Phases of the approach 
The proposed approach is shown in Figure 3. As can be seen, the proposed approach consists of two 

levels: the application level and the model level. At the application level, the file of an Android 

application may be in two modes: (1) it has an APK package associated with the application. In this 

case, the APK file of the Android is de-compiled to get its source code. (2) It has the source code of the 

application. In this case, there is no need to de-compile the file of the application. In order to get the 

source code of the Android app from the APK file, various tools can be used, including the Jadx [39] 

tool. Jadx is a tool that has a GUI and command line and is used to generate source code from Android 

DEX and APK files. 

As shown in Figure 3, at the model level, the proposed approach has three phases: the model discovery 

phase, the transformations and integration phase, and the analysis phase. Each of these phases are 

marked with a dashed line. The model discovery phase relies on MoDisco. In this phase, the initial 

models are created from an Android application. The obtained models are then manipulated. The 

security information contained is mixed in the transformation and integration phase to obtain a model 

conforming to the proposed Android Applications Security Aspects metamodel (i.e. the Android 

security aspects model in Figure 3). This transformation and integration phase relies on ATL [23], a 

model transformation language. Finally, a process will be carried out to detect and identify 

vulnerabilities in the communications between the components, and the results of the analysis are 

generated in the form of XMI models. 
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Fig. 3: The proposed approach. 

5.2.1. Model Discovery phase 
In phase 1 of Figure 3, the code source of the Android app is given as input to the tool. The initial 

models are then generated from the source code by using MoDisco Discoverers. The most important 

file in any Android application is the AndroidManifest.xml file, which contains different information 

about the components of the app, access rights to components, access rules, and the minimum 

version of the SDK to run the application [7]. For this reason, in the model discovery phase, i.e. phase 

1 in Figure 3, the AndroidManifest.xml file is considered first, and then the XML model is created using 

the MoDisco XML Discoverer. The Java model is created from the Java resources of the app by using 

the MoDisco Java Discoverer. Finally, the created models are given as input to the transformations 

and integration phase. Notice, however, that these models lie in the same abstraction level of the 

original configurations, and thus, no information-loss is produced in the models extraction process. 

5.2.2. Transformations and integration phase 
In this phase, i.e. phase 2 in Figure 3, the input models (XML and Java models of the previous phase) 

are obtained. They are then transformed into a single model called Android Application Security 

Aspects using model-to-model transformation of the ATL. This model has an appropriate abstraction 

level of understanding. In order to extract the needed information and integrate them in the single 

model, the proposed metamodel is used. In fact, at this phase, in addition to the Java and XML models, 

the ecore file related to the metamodel is also received as an input. A schematic view showing the 

whole model-driven chain of this phase is presented in Figure 4. As can be seen, XML&JAVA2MASEC 

is a model-to-model transformation, written in ATL language, to integrate and transform the Java 

model and XML model to Android Application Security Aspects model. 
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Fig. 4: Transforming XML&Java to Android Security model. 

The ATL code for the transformation and integration includes 16 rules and 26 helpers. Six helpers deal 

with the information contained in the XML model, while the remaining 20 helpers take care of security 

information within the Java model. Listing 3 shows an ATL rule, part of the transformation code, that 

maps the Root element in the XML model to ApplicationPolicyFile element in the Android Application 

Security Aspects model. Of course, some information about this element is received from the JAVA 

model. In this phase, we can use well-known model-driven tools and frameworks, detect 

vulnerabilities, and treat security information in a uniform way, regardless of whether it was specified 

by using XML or Java code.  

 

 

Listing 3: ATL rule to transform Root to ApplicationPolicyFile. 

5.2.3. Analysis phase 
All the security information of the application is gathered and represented in the form of an integrated 
model corresponding to our Android Applications Security Aspects metamodel. Having all this 
information in a single model enables the reusability of a wide range of proven off-the-shelf model-
driven tools and techniques to derive interesting analysis Android applications. One of the most 
important applications of our metamodel is the use of query languages such as OCL or IncQuery [40] 
to perform query operations about information in the model, from simple queries such as listing all 
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the resources that the application must make, to more complex queries to detect Android 
vulnerabilities. Model representation, model extraction and integration in our approach make easy to 
analyze the security of an Android app by reducing the complexity of performing such operations and 
working with the original configuration and source code and integrating the needed information 
manually. In this phase, i.e. phase 3 in Figure 3, the security information obtained in the form of the 
model is received as input to be evaluated. In order to detect vulnerabilities, the ATL and OCL rules 
have been used. Due to lack of space, the details of these ATL rules and OCL queries are inserted in a 
technical report [41]. The results of the analysis (e.g. the determination of vulnerabilities, location, 
and causes of occurrences) are expressed in terms of XMI models. In fact, to effectively evaluate the 
Android application, an automated analysis process has to be put in place, which includes the 
following steps: 

- Measurement. This is done by analyzing the resulting model in the previous phase (i.e., the 

transformations and integration phase). In this step, information about the components, how 

they communicate, and how they use the intent mechanism in the Android app are evaluated. 

- Identify existing vulnerabilities. In this step, common vulnerabilities are identified in the 

Android application. As noted, these vulnerabilities are known as Intent Spoofing and 

Unauthorized Intent Receipt. In order to examine these two categories of vulnerabilities, the 

definitions presented in Tables 3 and 4 are used. For example, consider the Activity Launch 

vulnerability shown in Table 3, this vulnerability occurs when an Activity is potentially 

vulnerable to Intent Spoofing. It should be noted that the component may have an Intent 

Spoofing vulnerability that is public and does not have a strong permission (Signature or 

SignatureOrSystem) in its structure. Then, if the Activity that may have an Intent Spoofing 

vulnerability receives an intent object, this component has an Activity Launch vulnerability. If 

the incoming intent contains data, it is the result of an Activity Launch (with data) 

vulnerability, otherwise, it is an Activity Launch (without data). For other vulnerabilities, the 

possibility of the occurrence of each one is investigated, and the vulnerabilities found in the 

Android application are detected. 

- Presentation by displaying the analysis results in the specified format. The results of the 

previous step are expressed in terms of XMI models. 

 

                                    Table 3: Different types of Intent Spoofing vulnerability. 

Equivalent Phrase 
A Activity 

S Service 

B Broadcast 

D Component With Data 

I Component Receive Intent 

 

Equivalent Phrase 

A ^ I ^ D Activity Launch (with data)  

A ^ I ^ ¬ D Activity Launch (without data) 

¬ A ^ S ^ I ^ D Service Launch (with data)  

¬ A ^ S ^ I ^ ¬ D Service Launch (without data)  

¬ A ^ ¬ S ^ B ^ I ^ D  Broadcast Injection (with data)  

¬ A ^ ¬ S ^ B ^ I ^ ¬ D  Broadcast Injection (without data)  
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Table 4: Different types of Unauthorized Intent Receipt vulnerability. 

Equivalent Phrase 
A Activity 

S Service 

M Application With Intent-sending mechanisms 

C Implicit Intent 

V Vulnerability Intent 

W Intent With Data 

 

Equivalent Phrase 
M ^ C ^ V ^ A ^ W Activity Hijacking (with data) 

M ^ C ^ V ^ A ^ ¬ W Activity Hijacking (without data) 

M ^ C ^ V ^ ¬ A ^ S ^ W Service Hijacking (with data) 

M ^ C ^ V ^ ¬ A ^ S ^ ¬ W Service Hijacking (without data) 

M ^ C ^ V ^ ¬ A ^ ¬ S ^ W Broadcast Theft (with data) 

M ^ C ^ V ^ ¬ A ^ ¬ S ^ ¬ W Broadcast Theft (without data) 

 

A schematic view showing the whole model-driven chain of this phase is presented in Figures 5 and 6. 

As can be seen in Figure 5, MASEC2MISV is a model-to-model transformation, written in ATL language, 

to transform the Android application security aspects model to Anomaly model, which determines all 

Intent Spoofing vulnerabilities. The same manner, in Figure 6, MASEC2MUIR is a model-to-model 

transformation, written in ATL language, to transform the Android application security aspects model 

to Anomaly model, which determines all Unauthorized Intent Receipt vulnerabilities. 

 

 

Fig. 5: Transforming Android Security model to Intent Spoofing model. 
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Fig. 6: Transforming Android Security model to Unauthorized Intent Receipt model. 

In the following, the results of all the phases are explained using the running example that was 

introduced in Section 4. As explained before, in the model discovery phase, the initial models are 

generated using the MoDisco discoverers. The models generated in this phase are shown in Figures 7 

and 8. These models are then transformed into a single model called Android Application Security 

Aspects, that it is shown in Figure 9. As can be seen, this model, which conforms to the proposed 

metamodel, has the main information and security characteristics of the SendSMSDemoApp 

application. 

 

Fig. 7: Java Model of the SendSMSDemoApp app. 

 

Fig. 8: XML Model of the SendSMSDemoApp app. 
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Fig. 9: Android Application Security Aspects Model of the SendSMSDemoApp app. 

As it was explained earlier, the SendSMSDemoApp app includes Intent Spoofing vulnerability. The 

model that is resulted as the evaluation of this app by the implemented tool is shown in Figure 10. 

The vulnerability that exists in this app is detected by the VAnDroid tool. 

 

 

Fig. 10: Model of evaluation of the SendSMSDemoApp app. 

6. Evaluation 
To demonstrate the ability of the proposed approach to analyze real applications and detect 

vulnerabilities correctly, the proposed approach is implemented as an Eclipse-based tool. To evaluate 

this approach, the implemented tool has been applied to several real-world Android applications. 

Section 6.1 shows the results of the evaluation for the case studies. Then, three criteria of correctness, 

scalability, and usability are evaluated in Sections 6.2, 6.3, and 6.4, respectively. 

6.1. Case studies 
As the case studies for the evaluation, 20 Android apps from the Google Play and 110 Android apps 

from various categories available on F-Droid have been selected. The results of evaluation for 20 apps 

from the Google Play are shown in Table 5. Due to lack of space, the details of the evaluation are 

inserted in a technical report [42]. 
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Table 5: ICC vulnerability results for the selected apps from Google Play.  

           Vulnerability 
 
 
Number of Apps 

 
Activity 
Launch 

 
Service 
Launch 

 
Broadcast 
Injection 

 
Activity 

Hijacking 

 
Service 

Hijacking 

 
Broadcast 

Theft 

 
Total 

vulnerabilities 

20 42 14 38 135 30 20 279 

 

Due to the large number of apps selected from the F-Droid repository (110 apps), only a summary of 

the results of the evaluation of those apps is shown in Table 6. The details of the evaluation can be 

found in the technical report [42]. As indicated in Table 6, in each category of applications, the number 

of detected vulnerabilities is counted according to the type of vulnerability. Based on the results, the 

apps in the Phone & SMS category are more vulnerable than the apps in the other categories. Also, 

the Activity Hijacking vulnerability is more common than other vulnerabilities. 

Table 6: ICC vulnerability results for the selected apps from F-Droid. 

        Vulnerability 
 
 
Category 

 
Activity 
Launch 

 
Service 
Launch 

 
Broadcast 
Injection 

 
Activity 

Hijacking 

 
Service 

Hijacking 

 
Broadcast 

Theft 

 
Total 

vulnerabilities 

Games 9 0 0 9 0 1 19 

Graphics 2 0 0 14 2 2 20 

Science & Education 10 0 4 10 0 0 24 

Navigation 2 1 4 15 1 3 26 

Money 5 0 2 22 0 4 33 

Sports & Health 6 0 7 28 1 5 47 

Reading 9 0 6 26 2 5 48 

Multimedia 17 2 20 11 0 2 52 

Internet 9 3 14 19 1 10 56 

Security 8 2 13 29 0 11 63 

Phone & SMS 30 8 20 39 1 15 113 

 

6.2. Correctness 
To evaluate the correctness criterion, the definition defined by McCall and colleagues [43] is used. 

According to this definition, correctness represents the extent to which a program satisfies its goals. 

This criterion shows the correctness of the approach used in the proposed tool, and to what extent 

the evaluation results of the proposed approach can be reliable. 

In order to examine this criterion, the four Android apps evaluated by Peck and his colleague [44] were 

evaluated by the VAnDroid tool, and the results were compared with their results. As shown in Table 

7, the VAnDroid tool was able to detect existing vulnerabilities in these apps. Therefore, the approach 

used in the proposed tool is reliable and can correctly detect vulnerabilities in Android applications. 

An example of this is described below. 
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Table 7: Number of vulnerabilities discovered by Peck and colleague [44] and by the VAnDroid tool. 

VAnDroid  Peck et al. [44]  App name 

6 5 UploadDataApp 

0 0 custom-class-loader 

4 4 device-admin-sample 

3 3 android-vts 

 

Evaluation of the UploadData app 

According to an assessment by Peck and colleague [44], the UploadData app consists of a Broadcast 

Receiver called SMSReceiver, which is used to collect messages received from the device. SMSReceiver 

does not check any permission from the sender and only checks if the sender has an action called 

"android.provider.Telephony.SMS_RECEIVED." Therefore, a malicious app can inject a fake message 

into the UploadData app that was not actually received by the device. As a result, this receiver has a 

vulnerability. 

The app also consists of a Broadcast Receiver called BootReceiver, which is included in an intent-filter 

for the "android.intent.action.BOOT_COMPLETED" action string. A broadcast intent including this 

action string is sent during device startup. This BootReceiver fails to check that the received intent's 

action string actually matches "android.intent.action.BOOT_COMPLETED." Therefore, a malicious app 

could inject an intent and trigger the BootReceiver service’s functionality. The app additionally has 

vulnerable Services called SendIntentService, LocationService and RecordIntentService. 

As shown in Figure 11, all of these vulnerabilities have been identified through the VAnDroid tool in 

evaluating this app. Lines 1, 2, and 3 marked in Figure 11 represent the vulnerable Services in this app 

called SendIntentService, LocationService, and RecordIntentService. In each of these lines, the types 

of vulnerability, location, and cause of occurrence are also identified. Lines 4 and 5 also represent 

vulnerable Broadcast Receivers in this app. As a result, the VAnDroid tool correctly detects 

vulnerabilities in this app. 

As shown in the final line of Figure 11 (dashed line), the VAnDroid tool identifies a vulnerability in 

addition to the vulnerabilities identified by Peck and colleague. In fact, this app has another vulnerable 

Service called InjectSMSService. 

 

Fig. 11: Model of evaluation of the UploadData app. 

6.3. Scalability 
Scalability is a desirable attribute of a network, system, or process. This concept represents the ability 
of a system to accommodate an increasing number of elements or objects to process growing volumes 
of work [45]. If there is a belief that scalability will be important to the success of the system, there is 
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a need to carefully localize the use of resources to facilitate the introduction of higher-capacity 
replacements [46]. Indeed, to check this criterion, the software system should be implemented with 
high inputs [46], which in this evaluation means that the Android applications should have different 
numbers of resources and components, and be of various sizes. This criterion shows that the 
implemented tool can analyze Android applications in various contexts with different resources and 
components, and identify their vulnerabilities. 
 
In order to examine this criterion, Android apps from several categories and with different 

components have been selected. As explained before, to evaluate the VAnDroid tool, some Android 

apps from Google Play and F-Droid are selected. These apps are described below. 

6.3.1. Selected apps from the F-Droid repository 
F-Droid is a repository for Android applications. This repository only includes apps that are free and 

open source. The F-Droid repository is composed of over 2,300 applications. This repository has 

several categories of Android apps. In this evaluation, eleven categories are considered: Phone & SMS, 

Games, Science & Education, Sports & Health, Security, Money, Reading, Graphics, Multimedia, 

Navigation, and Internet. 

Table 8 shows the Android apps selected from the F-Droid repository according to the number of lines 

of code, average evaluation time (in milliseconds), the average number of intents, and the average 

number of Activities. In an Android application, at least one Java class is implemented for each Activity. 

Therefore, the number of Activities affects the complexity and size of the application. 

As shown in Table 8, 20 applications have between 10 and 10,000 lines of code. The average evaluation 

time for these apps is 605.3 milliseconds, the average number of Activities is 4, and the average 

number of intents is 16. As can be seen, the VAnDroid tool is able to analyze real-world Android 

applications with different numbers of lines of code and different numbers of components, and that 

are of various sizes. Also, with increasing app size and complexity, there is not much of an increase in 

evaluation time. 

Table 8: Android applications in the F-Droid repository used in the evaluation. 

Average of 
Evaluation time (ms) 

 

Average of 
Intents 

Average of 
Activities  

Numbers of 
Apps 

LOC 

185.7 0 7 10 0-10 

605.3  16 4 20 10-10,000 

12236.1 34 9 36 10,000 -100,000 

30821.5 40 8 44 100,000-600,000 

17758.29 29 7 110 0-600,000 

 

6.3.2. Selected apps from the Google Play store 
The Google Play store is a digital distribution service developed by Google. This service is considered 

as the official app store for the Android operating system, allowing users to browse and download 

Android apps [47]. 

Table 9 lists the 20 selected apps from Google Play, and specifies the number of lines of code, 

evaluation time (in milliseconds), the number of intents, and the number of Activities for each 

application. Consider the Android Pay app in row 20 of Table 9, this app includes 23 Activities, 447,443 

lines of code, and 126 intents. The evaluation time for this app is 159,461 milliseconds. Consider also 

the MuPDF app in row 6 of Table 9. This app includes four Activities, 6,453 lines of code, and seven 
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intents. The evaluation time for this app is 807 milliseconds. Compared to the Android Pay app, it is 

seen that with a 6x increase in the number of Activities and an increase in the lines of code to 440,990, 

the evaluation time increases by 158,654 milliseconds. This suggests that a significant increase in the 

number of lines of code and the number of components does not lead to a significant increase in 

evaluation time. 

As can be seen in Table 9, lines of code, number of Activities, and number of intents in each application 

affect the evaluation time. In fact, we found that the evaluation time varies across different apps. As 

a result, in Figure 12, we studied the impact of these three app specific factors that may affect the 

evaluation time. As can be seen in Figure 12, no single factor dominates the evaluation time and by a 

significant increase in any of these factors, the evaluation of apps takes acceptable amount of time 

and does not increase significantly. The median evaluation time for an app is 9498 milliseconds with 

the interquartile range (IQR) of 20538.5 milliseconds, which suggests that VAnDroid can quickly 

analyze Android applications. Nine percent of apps needed more than one minute to be analyzed. 

Minimum evaluation time is 97 milliseconds and maximum evaluation time is 197,825 milliseconds. 

As a result, the VAnDroid tool is able to analyze Android applications in a variety of contexts, with 

different resources, components, and sizes. 

Table 9: Android apps in the Google Play store used in the evaluation. 

Evaluation time(ms) Intents Activities LOC App Name  

191 5 4 519 JustSit 1 

327 1 2 3300 Multi Service Rest Client 2 

372 0 1 3303 Quick Start 3 

1255 1 4 3433 FlagQuiz 4 

532 5 3 3930 tumblrsnap-portfolio 5 

807 7 4 6453 MuPDF 6 

876 9 4 8157 gauges-android-master 7 

5572 40 13 33076 QuranData 8 

5249 58 16 33327 Wolfraw Alpha 9 

4013 72 16 37119 SMS Messaging (AOSP) 10 

10660 122 17 56109 ICE in case of emergency 11 

11553 27 2 59632 Tipster 12 

8437 24 10 60253 Smart Keyboard PRO 13 

10228 19 6 83111 Tumorpedia Lite 14 

16854 39 5 123876 Andrubis 15 

38177 49 4 201394 PasswdSafe 16 

80184 117 16 228181 Sudoku 17 

193898 125 4 313577 PlusMassenger 18 

102141 115 7 350499 Radio Javan 19 

159461 126 23 447443 Android Pay 20 

32539 48 8 102835 Average 
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Fig. 12: Scatter plot representing the evaluation time for applications from Google Play and F-Droid 

according to (a) Intents, (b) Activities, and (c) LOC. 

 

6.4. Usability 
To evaluate the usability criterion, the definition defined by McCall and colleagues [43] is used. 

According to this definition, usability represents the required effort for learning, and the ability to 

deploy and prepare input and output interpretations. In fact, this criterion represents the ability of 

the tool to analyze the real-world Android apps and detect their vulnerabilities. In other words, is it 

possible to analyze real-world applications through the proposed tool? 

To evaluate this criterion, the proposed tool has been applied to several real-world Android 

applications. In this evaluation, 20 apps from Google Play and 110 apps from the F-Droid repository 

are selected. These apps are selected according to the following conditions: 

1. The APK file of the Android app should be available. 

2. The app only uses standard GUI widgets that are included in Android API. 

3. MoDisco cannot manage anonymous classes. Therefore, an application is selected where 

MoDisco can create the Java model from the application. 

As a result, the VAnDroid tool can detect the vulnerabilities of real-world Android applications. Of 

course, the android applications have necessary conditions. Therefore, this tool can also be easily 

learned, installed, and used by Android users and developers. As a result, according to the definition 

of usability, this tool can evaluate and analyze real-world Android applications and detect their 

vulnerabilities. 
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7. Discussion 
The results of the evaluation, that was presented in Section 6, shows that Android applications are 

often vulnerable and may be attacked by other apps. The vulnerability of these apps may be due to 

inappropriate operations and incorrect use of the message passing system. Therefore, it should be 

possible to evaluate Android apps and identify existing vulnerabilities. The VAnDroid tool can analyze 

Android apps, detect existing vulnerabilities, and identify the cause of the vulnerability. VAnDroid can 

be used in the field of static analysis by security researchers, developers, and users of Android apps. 

In Section 7.1, a breakdown of the vulnerabilities discovered by VAnDroid is presented and compared 

to the results of Chin et al. [13]. This breakdown elaborates on what type of vulnerability is more 

common. Therefore, this breakdown is useful for the security researchers and can help them to fix 

vulnerabilities in Android apps.  

In Section 7.2, the cause of the vulnerability of Android apps is discussed with regard to the Android 

messaging passing system and the types of components are used in the app. The results presented in 

this Section are useful for the Android app developers. In Section 7.3, the VAnDroid tool is compared 

with the related studies that are conducted in the context of static Android analysis (introduced in 

Section 3). In Section 7.4, the VAnDroid tool is compared with four existing tools. The results of the 

comparisons show that VAnDroid tool achieved more precision, recall, and F-measure than the other 

tools. Therefore, the users of Android apps can use this tool to check the vulnerability of their apps. 

Finally, in Section 7.5, the main benefits and threats to validity of the proposed approach are 

discussed. 

7.1. Breakdown of the discovered vulnerabilities 
In a research conducted by Chin et al. [13], it is shown that, among the four different components of 

an Android app, the Activity uses the intent mechanism more than the other components. Therefore, 

Activities are more vulnerable to attacks by malicious apps and the Activity Hijacking vulnerability is 

more common than other vulnerabilities. The results obtained by Chin et al. [13] that presents a 

breakdown of vulnerabilities of Android apps from F-Droid repository, is shown in the second column 

of Table 10.  We did the same experiment with VAnDroid tool for a selected set of apps from F-Droid 

repository and found that more applications are vulnerable to Activity Hijacking, as indicated in the 

third column of Table 10. According to this breakdown, it is concluded that the order of vulnerabilities 

in terms of prevalence is the same as the work of Chin et al. [13]. 

Table 10: The breakdown of vulnerabilities discovered by Chin et al. [13] and by the VAnDroid tool. 

VAnDroid   Chin et al. Kind of Vulnerability 
55 % 57 % Activity Hijacking 

49 % 14 % Broadcast Injection 

33 % 12 % Activity Launch 

18 % 12 % Broadcast Theft 

9 % 3 % Service Hijacking 

5 % 1 % Service Launch 

 

7.2. Checking the used intents  
In Figure 13, we show what fraction of send intents are implicit in the Android apps from F-Droid. The 

number of applications that their intents are implicit in about 80%, which is equivalent to 14 

applications. As it can be seen, in most Android applications, more than 50% of the intents used by 

each app are implicit. This conclusion suggests that the cause of the vulnerability in most Android apps 
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is the incorrect use of implicit intents. As a result, Android developers need to be careful about using 

this type of intent and consider various issues when using the intent mechanism, including: 

- If the intent has sensitive data, then an explicit type should be used. 

- If it is not possible to use the explicit type, the developers must have strong permissions to 

protect the data in the intent. 

As shown in Figure 14, this conclusion was obtained by examining the results of the evaluation of 

Android apps available on Google Play through the implemented tool, and finding that more 

applications are vulnerable to this type of Activity Hijacking. 

 

Fig. 13: The percentage of implicit intents for each application from F-Droid. 

 

 

Fig. 14: The percentage of implicit intents for each application from Google Play. 

Figure 15 shows the frequency of exposed components for each application selected from the F-Droid 

repository separated by component. As shown in Figure 15, there are six applications where about 
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50% of their Activities are vulnerable, two applications where about 50% of their Services are 

vulnerable, and four applications where about 50% of their Broadcast Receivers are vulnerable. As it 

can be seen, the percentage of vulnerable Activities is higher than other components due to the 

prevalence of this kind of component in Android apps compared to other components. As a result, 

developers should be careful about the design and construction of this component in Android 

applications, especially if this type of component contains sensitive data.  

This is also seen in Figure 16, which represents the frequency of exposed components for each 

application selected from Google Play separated by component. As it can be seen, there are two 

applications where about 50% of their Activities are vulnerable, and two applications where about 

50% of their Services are vulnerable. As shown in Figure 16, the frequency of vulnerable Activities is 

higher than other components. 

 

Fig. 15: The percentage of components with warnings for each application from F-Droid. 

 

 

Fig. 16: The percentage of components with warnings for each application from Google Play. 
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7.3. Comparing with related work 
Table 11 shows a comparison between the related studies that are conducted in the context of static 

Android analysis (introduced in Section 3). The VAnDroid tool is also shown in the last column of this 

table. This comparison is done according to the vulnerabilities detected, the technique conducted, 

and the results of related studies.  As can be seen, most of the studies have been done in the field of 

leak detection, and some approaches have been made to detect vulnerabilities, such as Intent 

Spoofing and Unauthorized Intent Receipt. As indicated with a red box in Table 11, the VAnDroid tool 

identifies these types of major vulnerabilities in Android applications. Most of the studies have been 

based on taint analysis technique and none of them have used the model-driven technique. Taint 

analysis identifies potentially malicious data flows. Then, it checks whether a leak in fact constitutes a 

policy violation [17]. Although the research has shown that this is an efficient analysis, this type of 

analysis is ultimately limited to questions of specific data flows. While in the proposed approach, all 

the required information is extracted from the Android app in the form of models. In fact, one of the 

main advantages of this approach is to better deal with the complexity of app under assessment. 

Another advantage is the support for maintenance and traceability of extracted information from 

Android app, because this approach makes it clear which elements and information in models are 

derived from which parts of the app. Therefore, the extracted information can be improved and used 

to generate the code of a more secure Android app.  Another point to mention is that, because an 

Android app consists of several files (such as Java source files and AndroidManifest.xml file), this 

approach can create a set of models, each one highlighting a different aspect of the app. These models 

can then be used for several purposes, e.g., security assurance. To summarize, in this paper, we 

proposed a framework, including an approach, a metamodel, and a tool for automatically detecting 

vulnerabilities. 
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Table 11: A comparison of the studies looking at Android static analysis. 
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7.4. Comparing with existing tools 
In this section, we compare the VAnDroid tool with four existing tools: IccTa [11], DroidGuard [18], 

FlowDroid [17], and Amandroid [14]. All of these tools have a high degree of accuracy in detecting 

privacy leakage vulnerabilities. We used the DroidBench [48] and ICC-Bench [49] suites of benchmarks 

to compare the VAnDroid with other four tools. These benchmarks are two sets of Android apps with 

vulnerabilities that are known in advance. In order to compare the VAnDroid tool with IccTa [11] and 

DroidGuard [18], the apps available in DroidBench are considered. DroidBench is a set of Android 

applications that contain privacy leaks in the context of all known vulnerabilities. In this comparison, 

only apps that contain ICC leaks are considered. Table 12 shows the results of this comparison. In this 

comparison, the precision, recall, and F-measure of the tools are calculated. As can be see, the 

VAnDroid tool reaches a precision of 100%, a recall of 95%, and an F-measure of 97%, all of which are 

higher than the other two tools.   
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Table 12: Comparison of VAnDroid tool with IccTa and DroidGuard. 

VAnDroid  DroidGuard  IccTA Test Case 
InterComponentCommunication 

   ActivityCommunication1 

   ActivityCommunication2 

   ActivityCommunication3 

   ActivityCommunication4 

   ActivityCommunication5 

   ActivityCommunication6 

   ActivityCommunication7 

   ActivityCommunication8 

   BroadcastTaintAndLeak1 

   ComponentNotInManifest1 

   EventOrdering1 

   IntentSink1 

   IntentSink2 

   IntentSource1 

   ServiceCommunication1 

   SharedPreferences1 

   Singletons1 

   UnresolvableIntent1 

Summary 

19 7 10      Number of  

0 2 6      Number of 

1 13 10      Number of  

 
1 

 

 
0.77 

 

 
0.625 

 

  
Precision P : 

 

 
0.95 

 

 
0.35 

 

 
0.5 

 
Recall R :   
 

0.95 0.48 0.55  F1-measure :  2pr / ( p + r ) 

 

 

In order to compare VAnDroid tool with FlowDroid [17] and Amandroid [14], the existing ICC-Bench 

apps are considered. ICC-Bench is another set of Android apps that each contain one ICC leak. The 

results of this comparison are shown in Table 13. As can be seen, the VAnDroid tool reaches a precision 

of 100%, a recall of 100%, and an F-measure of 100%, all of which are higher than the other two tools. 
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Table 13: Comparison of VAnDroid tool with FlowDroid and Amandroid. 

VAnDroid Amandroid  FlowDroid IccTA Test Case 
Testing ICC Addressing 

    ICC Explicit1 

    ICC Implicit Action 

    ICC Implicit Category 

    ICC Implicit Data1 

    ICC Implicit Data2 

    ICC Implicit Mix1 

     ICC Implicit Mix2 

    ICC_dynregister1 

    ICC_dynregister2 

Summary  

18 17 9 17     Number of    

0 0 2 0     Number of 

0 1 8 1     Number of 

 
1 

 
1 

 
0.81 

 

 
1 

 
Precision P :  
 

 
1 

 

 
0.94 

 

 
0.53 

 

 
0.94 

 

 
Recall R :     
 

1 0.96 0.64 0.96 F1-measure :  2pr / ( p + r ) 

 

 

As can be seen in Tables 12 and 13, the VAnDroid tool succeeds in detecting 19 vulnerabilities out of 

20 in selected apps of DroidBench benchmarks and detecting all vulnerabilities in selected apps of ICC-

Bench suit. VAnDroid uses only static analysis techniques for security analysis of Android Apps, 

therefore it does not detect vulnerabilities that can only be detected via dynamic analysis. This is 

because static analysis techniques do not have knowledge of the system state, while dynamic analysis 

is performed on a running system. Note that it is reasonably possible and currently there are malicious 

Apps (e.g. Android malwares) that completely hide their real activity in the executable file using 

obfuscation techniques such as packing, encrypted codes, run time code generation and so on. In this 

case the malicious behaviors of the App can only be detected dynamically in run time. Since, all phases 

of VAnDroid are automated, this tool accurately examines the Android application communication 

model, and it analyzes all the Intent-sending mechanisms in an Android app.  Therefore, the VAnDroid 

tool has   been able to achieve more precision, recall, and F-measure than the other tools. 

7.5. The main benefits and Threats to Validity 
Due to the fact that the proposed approach is based on the MDRE technique, it is intended to have 

the following benefits. 

 The main benefit of using MDRE technique is to ensure that, without losing any information, 

one can be easily moved from the world of source code and configuration files (i.e., technical 

spaces) to the world of models. Because Android apps can have complex source code and 

configuration files, the comprehension of these apps has become a concern for the detection 

of vulnerabilities. For this purpose, VAnDroid has taken advantage of this main benefit of 
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MDRE technique. Therefore, the comprehension of Android apps is facilitated for users and 

developers.  

 MDE provides several characteristics, such as generality based on technology-independent 

standards (i.e., metamodel), extensibility relying on the clear separation of both the presented 

information (as models) and the sequential steps of MDE process, full coverage (if necessary) 

of the source artifacts, and automation of comprehension and analysis of the Android app by 

chaining predefined sets of model transformations. Since, Android apps can have different 

information that are not important in the analysis, VAnDroid can take advantage of the 

mentioned characteristics and provide critical and important information in terms of models. 

Therefore, visualization, (automatic) analysis, and manipulation of this information are 

facilitated. 

 When dealing with Android applications which are huge and complex, managing scalability in 

analysis of these apps must be considered. By using MDRE technique, as it is applied in 

VAnDroid tool, these apps can be analyzed with an appropriate scalability method. This 

method is a suitable way to load, query, and transform the very large models that are obtained 

from the huge and complex apps. 

Threats to the proposed approach and its validity are divided into internal and external threats. An 
internal threat to validity is regarding the input apps. Because the model discovery phase of the 
proposed approach relies on MoDisco, only an application is selected where MoDisco can create the 
Java model from the application. To mitigate this threat, MoDisco can be improved or another tool 
can be used to generate the Java model. An external threat to validity is about output models. Because 
the output models are in terms of XMI models, they may not be user-friendly. To mitigate this threat, 
the information in the output models can be displayed in terms of more readable forms, e.g., text files, 
to the user. The proposed approach uses static analysis techniques. These techniques provide insights 
into the app properties and many vulnerabilities can be discovered in this way. While dynamic 
techniques consider the runtime behavior of Android app. These techniques can identify 
vulnerabilities that occur only during runtime. Therefore, another external threat to validity is the 
inability of the proposed approach to detect vulnerabilities that can only be detected by analyzing the 
runtime behavior. To mitigate this threat, some dynamic analysis techniques should be used to 
examine the runtime behavior of the application. Another external threat to validity is the ability of 
the proposed approach to evaluate complex applications. To mitigate this threat, the approach must 
be evaluated with more complex real-world Android applications. 

8. Conclusion and future works 
Android is a modern operating system that consists of several layers. In the application layer, there 

are Android apps that include different components. At the application level, components interact 

with each using the intents. Android applications need to be provided with a secure environment for 

users, data, and communications with other applications. In this paper, a new approach is proposed 

to conduct static analysis for Android apps, and a framework is built based on MDRE to identify 

security risks and vulnerabilities related to the Android application communication model. This 

framework is called VAnDroid. In fact, the proposed approach identifies vulnerabilities in the context 

of communications between components, including two important categories of Intent Spoofing and 

Unauthorized Intent Receipt. The result of this research is a platform-independent security model that 

conforms to the Android Application Security Aspects metamodel. In this model, different security 

information is integrated, such as the components, access levels, and access rules. This information is 

proposed in a single model, and the proposed framework is implemented as an Eclipse-based tool. In 

order to evaluate this tool, it has been applied to several real-world Android applications. In this 

evaluation, 20 apps from Google Play and 110 apps from the F-Droid repository were selected. Three 
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criteria of correctness, scalability, and usability were evaluated. This tool was also compared with 

several existing tools. The results of these comparisons show that implemented tool achieved more 

precision, recall, and F-measure than the other tools. 

Several items can be considered for future studies. In the first case, the proposed approach could be 

expanded so that it detects vulnerability to privilege escalation attacks. In fact, the framework that is 

presented in this paper can be used to model an Android app, to analyze it, and to detect privilege 

escalation attacks as well as the Intent-based attacks as two major categories of vulnerabilities. While 

the tool currently identifies vulnerabilities that lead to Intent-based attacks, it could be expanded to 

identify vulnerabilities that lead to privilege escalation attacks. In the second case, the proposed 

approach could be developed in a way that detects vulnerabilities in inter-app communication. In fact, 

it is possible to take into account several Android applications and detect the vulnerabilities associated 

with communications between applications. Third, the proposed approach could reduce or fix the 

vulnerabilities discovered in the app. Finally, the security aspects of the model could be exploited to 

some extent by fixing the vulnerabilities and generating Android code. 
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